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1 PC oM Al2H|0|M22 OPC UA S41517]

1.1 2FALE

e Il£: Automation Studio 7} A %|E! PC 1 CH, Automation Runtime Version. B4.04 O| 4t
o MEH: UaExpert, VNC Viewer

REMIBH LI 2 Automation Studio Help(AS Help) TS &t x.

=

AS Help(4.2.1.100) GUID: dbce7686-304b-41bd-b4f8-4efcb1f595f0
Communication > OPC UA > Runtime system

1) Automation Studio 3 HO|X[0]| M ME ME4 F AIS
REMIEH LI 2 Help & & =.

Recent Projects
New Project Getting Started

Getting Started
New Features B&R Sample Projects...

* B&R Coffee Machine

* Application Basis Project

* Safety Basis Project

How do I...

i@ Worlk with Automation Studio?

i@ Create & control project?

i@ Create a visualization?

i@ Create a motion application?

i@ Create a safetv application?

AS Help AS Help(4.2.1.100) GUID: leccfc12-bcf9-4157-b862-12f9ee79faed
Automation software > Example projects > Example projects on the start page
Automation software > Example projects > CoffeeMachine
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2) OPC UA E X|¥3lE= Automation Runtime version(B4.04 0|4 & ol

e Project > Change Runtime Versions...

File Edit View Inset Open | Project lSuurceCuntrul COnline  Tools A

Ao kN

BEuild Canfiguration F7
Rebuild Configuration Cirl=F7
Clean Configuration...

Build Crass Reference

Transfer To Target Chrl+F5
Stop Build Ctrl=Pause
Batch 4

Update Library Declarations

Change Runtime Versions...

Settings...

e Automation Runtime A% ¥ ‘Apply’ 2/, ‘OK’ 28

Build Events I OPC | Simnulation | WE Terminals
Geneial |  RuntmeVersions | Buid | Tansfer | O | o
Q ARsim
Component Preferrad Inuse
@ Automation Runtime D421 - | D41 I
i@ Safety Release notused w | notused
i Visual Components V4220 | W4220
@ ACP10 (Mation) Software 2282 | 2282

1.3 OPC UA server 413} Ax

1) Physical view oA PLC(ARsim) MBY{ = O0+fA @EZ 22|, Configuration 41E4

Physical View

TPURY AW
Name L.. Position
8 .. ARsim
= : Serial Software
i Serial :
i & ETH 1/0 Mapping
= 4, ETH Configuration
= @ 5LS1826 e TR
i & 1 PLK ermanent Variables
: B Variable Mapping
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2) OPC UA Server > Activate OPC UA Server
LIHX| &2 ofeHet 2ol M.

‘)ﬁ..l PC [Configuration] =

£ ‘on'2 MEdSto] EME . (Default: off)

£
Mame Walue
a1 ¥ Systern diagnostics
&7 OPC UA Server
-y 9 Activate OPC UA Server an
g 7 Network Settings
“e @ Port number 4840
e Authentication
bep @0 Allow anonymous access an
e @ Anonymous access rights Read
5-F User
ey @ Username kangs
ey @ Pasgword C
= % Subscription Settings
“e g Maximum Sample-Queus Size 100
Table 3 4% 1™ gt
OPC UA server M Zk
Activate OPC UA server On
Network Settings
Port number 4840
Authentication
Allow anonymous access On
Anonymous access rights Read
Usename kangs
User
Password c
Subscription settings
Maximum Sample — queue size 100
Table 4 OPC UA Setting Description
OPC UA server A
Activate OPC UA | On PLC(EFZ! A|AE)0l OPC UA server & A8
server Off (default) PLC(EFZ! A|AENO OPC UA server £ AFE83IX| 2t 2
Network Settings
OPC UA server &0 AHE ElE HERX T X E S (default = 4840)
Port number ) )
MYE ZEMS I AL Sol2tH of 247} & ”E.* |Ct.
Authentication
Allow anonymous | ©On (default) EH Heto| gle AR H2 58
access off 75 HEto| gl A8 X HE RHE
Anonymous access | Read He 2712 58
rights Read/Write H Q7o M| B F &8
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User EY AMEAS O|E T HIYHS MY

Subscription settings

Maximum Sample — | 24Z F 2| %|Ci AlO|= MH
queue size

AS Help AS Help(4.2.1.100) GUID: 9526615e-b956-4679-8¢19-69¢92c520d0a
Communication > OPC UA > Enabling the Server

1.4 OPC UA default view BFHE 7|

1) Configuration View 0il A Add Object 21&4

Configuration View v
&3 | =
Configuration Batch Descriptic
= & Simulation [Active]

8- ’ Hardware.hw Hardware

Gra hical

B & Cpu. Open
- &2 Cpu.per
- 4 loMap.ion Open with Explorer
@~ @ PvMap.wy
- (& Motion Add Configuration...
PP400mcSim
& PP400based Add Object...
= PP500mcSim
Cut
Copy
Paste
2) Toolbox 0l A *OPC UA Default View’ It 7}
Toolbox - Object Catalog v aXx
2%~ | % Search
Files
4%
OPC
Name Descnpuon

Copyright © B&R - Subject to change without notice July 17, 2015
OPC_UA_Of+%_v1.0.docx 7127



OPC UA O

PC 0llM AlZEO|M 2
OPC UA 841517]

3) 44

4) ZEME|M ABSHE HE 22

El'OpcUaMap.uad' It g € 22

Configuration View

&9 2 -

Configuration Batch
= & Simulation [Active]
5 ¥ Hardwarehw
= L Hardware.hwl
[ D ARsim
w @ Cpusw
& Cpu.per
& loMap.iom
E @ PvMapwm

W\

] PP400based
] PP500mcSim

Fo|

—

_||0II

Description

Hardware tc
Graphical h:
Files belon¢
Software co
Declaration
10 mapping
PV mapping

%ﬂ ARsim [Configuration]*
|0l ¢

*

,;:c 6chaMap uad [OPC UA Default Vlew] X

Name

Datatype

B

[P O e S WO WO B OO0 OO 8
g d-

Default View |

- I} Global Variables
- @ mainlogic
@ feeder
@ conveyor
@ brewing
- [@ heating
@ visCtr
@ visAlarm
i [@ visTrend

5) Default View editor toolbar :

Bllo|old @

Icon G

g | ECiol Z#Elof olE 2E OPCUAtag & 25 EA|
I | Ar7+5 8 OPC UA tag BF EA|

@ | A87Hs3HR| &f2 OPC UA tag & E Al

OPC UAtag E Al

Default Z{ 22
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6) Zd(Properties) A OFLY

o TZ&A (Structures)
- FZxx|ol &4 (Properties) Ml A Automatic Enable £ True 2 AHA| X ol Z&E ZE tag 7t
Enable E.
- FEA|Q| £4(Properties) Ml A Automatic Enable £ False 2 AEA| XX & & tag & 22

£ 0ol M Enable 2/ TRUE £ giZsH{of &.

Gle[ely ¢ &

Name Datatype
2 3 Defaut Viw

£] Giobal Vaables

(D mailogic

2 [ feeder

i g ¢ fesdeiC_Home NC_Home
- ¢ his UDINT Properties -feederC_Home x

& Becue BOOL Name Value
& Fostion REAL 3 # feederMC_Home [
- @ HomingMode USINT -y O Enable Tug
- ¢ Dore BOOL -y @ Automatic Enable Tue
- @ Busy BOOL - @ Member inhert properties Tue
& CommandAborted BOOL @ Access Level Read/Wite
& Emor BOOL

o HHH (Arrary)
- %ol Enable Zt0| True 2 M 3t04E x| HiYO| LIEILIX| gton 2|

Show array elements & True 2 24735104 ™&i| HH &0l

4 OpcUaMap.uad [OPC UA Default View] X

Name Datatype
E @ Defouk View _— %
B~ £ Gobal Variables .
Name Value
5~ @ marogc B ¥ alamAckCofiee
- @ oo
5~ @ comveyer fey @ Show amay elements Tre
-+ (@) breving L @ Memberinhert properies Tue
- @ heaing L @ Accsss Level Read/Wite
- [ visCul
e [ visAam
+ & oA ]B00LD. i
@ alamCoffee 0
@ sdmAppLink
@ SdmSetAppParam_0 SdmSet. ;;Pamm
@ sdmSistus UINT
B [ visTrend

¢ Inherited
- Member inherit properties = Access Level I} Z240] /3.

- Member inherit properties 7} True A< 0= feederMC_HOME of| Z&E ZE tag =
feederMC_HOME 2| Access Level of [}2} $H4ZEE.

- Member inherit properties 7| False <01 feederMC_HOME 2| Access Level O|
HZE |01 L feederMC_HOME ofl L &l tag 2| Access Level 2 HZAE|X| &I 3.

- OpcUaMap.uad [OPC UA Default View] X -
B of ®
Name Datatype
= v Defaul View
(] Global Variables
(@ mainlogic
£ ([ feeder
& His Properties - feederMC_Home X
- @ Execute Name Value
- @ Position £ ¢ # fesderVC_Home L ]
@ HomingMode 1 @ Enable True
@ Done + @ Automatic Enable True
@ Busy @ Member inhertt propetties True
@ CommandAborted @ Access Level Read/Wrie
eadActualPosition
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7) AM2E OPC UAtag MH35t7]
o Of|X|0{ A E coffee machine On/Off A2| %,

- Global Variables.gHeating.status.setTempOK
- Global Variables.gHeating.status.actTemp

- Global Variables.gMainLogic.switchOnOff

o 2ol 37Ho| HLE Zh2
Zt #H£=0| Epable € True 2 8™

- setTempOK = Access Level 2 Read £ A7,

M 2T, aslo

b
A

o

Name
= 3 DefaultView
B G Global Variables
- & aoHeating
..... @ atWaterTemp
B @ axConveyor
B~ @ axFeeder
..... @ diStartCoffee
- @ doCupPull
AAAAA @ doDoseCoffee
..... & doDoseMilk
-- & doDoseSugar
,,,,, @ doPumpWater
- & gActConveyorPosition
..... @ gActConveyorVelocity
- @ gActFeederPosition
AAAAA @ gAciFeederVelocity
- @ gBrewing
- @ gConveyor
- @ gFeeder
-y @ gHeating
@ ¢ cmd

e W

{1}

Datatype

INT

INT
ACP10AXIS _typ
ACP10AXIS_ typ
BOOL

BOOL

BOOL

BOOL

BOOL

BOOL

REAL

REAL

REAL

REAL
brewing_typ
conveyor_typ
feeder_typ
heating_typ
heating_cmd_typ

-+ & status heating_status_typ
% seiTempOK
-y @ actTemp REAL
By @ gMainLogic main. typ
5.9 cmd i
2o switchOnOft BOOL ]
LA
- & erorAck BOOL
- @ start BOOL
E- @ Vis main cmd vis tvp
Properties - setTempOK X Properties - switchOnOff X
Name Value Nams Value
B 1Pl setTempOK )1 24 switchOnOff | i
ty @ Enable True iy @ Enable True
b @ AocessLevel Read/Wite
Properties - actTemp X
Name Walug
= % actTemp [ ]
-y @ Enable True
-~ @ Access Level Read/Wrte
- @ EU Range Vialation Accept
El-- % EU Range
@ Low
@ High
Engineering Unit
@ Name
@ Symbol
@ UnitlD

-~ @ Namespace
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15 Z2HME ME
MY &t2 & create compact flash 2 S5 ZZHMEE T

of

1) Menu 0| A Tools > create compact flash 22!

Create ARsim Runtime Structure (CoffeeMachine.apj/Simulation)

Source file (.pil)

C:WprojectsWC&ﬁeeMad\ineWﬂinariesWSimulationWARsimWT ransrfer.pilr

Destination dij Runtime Utility Center

Creating ARsim Runtime Structure...

Options

= &9l

2) RUNZ

RUN

INA: tcpip/RT=1000 /DAIP=127.0.0.1 /REPO=11160 /ANSL=1 ARsim D4.21

July 17, 2015
11/27
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1.6 UaExpert & 0|&3}0{ OPC UA SZ} &2l
OPC UA S419| H4 S= &Ql5t7| @Il ‘UaExpert T2 ALE

https://www.unified-automation.com/

Discover a New OP:

UAEXPEF

ekt
|

1) UaExpert & &3

o -y,-s- °
Reterence  Toget Diplayame.

s 1 ustrpert
752015 1. Usirpert Loaded Data Logger Pugin (Sutc Pgin.

2) Project > Servers M8 £ 0t A L Z 2! ‘Add =4

. Unified Automation UaExper

‘Flle Server Document Setungs Help

loeeB@ * - 0 x\2

Project 8 x

4
4 3 Project
Serve
| 43 poc & Add. |

! [3 Data Access View

Copyright © B&R - Subject to change without notice July 17, 2015
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3) Add Server & 0| Pop-

c
©

Local Ot A 22! # Edit Discovery URL A4

Configuration Name

Discovery | Advanced I

Endpoint Filter: [No Filter

<

|2, Local

)
]

4 §# Local Network
> & Symantec SNAC Network Pro
b @ Microsoft Terminal Services

Rebrowse

Z Edit Discovery URL
A7

> & Microsoft Windows Network

> & Web Client Network
4 @ Custom Discovery

@ < Double click to Add Server.. >

> 9, opc.tcp://10.0.0.100:49320
4 () Recently Used

& OPC_UA _test_CP1485

) B&R Embedded OPC-UA Server and Client

Authentication Settings

@ Anonymous

__ Username |
© ne —
Password 1 [] store
Certificate \ I
® = —
Private Key [
|
‘ Connect Automatically
OK ] [ Cancel ]
~—— =
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4) 1P 2} Port number(ZEHS) 24

| & PC [Configuration] x |

& u

Name

e - = Systern diagnostics
lﬂﬁ By ¥ OPC UA Server
. Ed't DISCOVGI’ =" Loy Activate OPC UA Server on
B & Network Settings
f ; - % Port number
Enter the new Discovery Url: :

By Authentication

T ATOW SNonYMouUs access an
0pc.th://Iocalhost:484d<, -~ @ ANCNYMOUS access rights Read
f " By User

i
oK Ca . I g ® Username

wey @ Password

| B & Subscription Settings
&E A Lo Masimum Sample-Glusue Size

“alue

100

Automation Studio simulation IP 2 opc.tcp:/127.0.0.1.ZE/HS 2 Q=27}ts
Automation Studio 0lAM &8t Z EM S of 2} ope.tep://localhost: ZE 15 0f

5) B&R Embedded OPC-UA Server and Client (opc.tcp) AE{ 7} A1 E.
e Basic128Rsal5 — Sign & Encrypt (uatcp — uasc- uabinary)& M.
e Authentication Settings 0 A AtE Xt O|§ 1t H|ZHE =
e OKE 2%

Configuration Name Server and Client - Basic128Rsal5 - Sign & Encrypt (uatcp-uasc-uabinary)
Discovery Advanced

|| | Endpoint Filter: [No Filter 2

4 3 Local
4 2 B&R Embedded OPC-UA Server and Client (opc.tcp)
@ None - None (uatcp-uasc-uabinary)
(&) Basic128Rsal5 - Sign & Encrypt (uatcp-uasc-uabinary)
L _Basic256 - Sign & Encrypt (uatcp-uasc-uabinary)
4 &9 Local Network
» & Symantec SNAC Network Provider
b & Microsoft Terminal Services
)‘ b € Microsoft Windows Network
b & Web Client Network
4 §® Custom Discovery
@ < Double click to Add Server.. >
> 9, opcitcpy//10.0.0.100:49320
(©) Recently Used

Authentication Settings

@) Anonymous

__Username kangs
)

~ password o [¥] store

. Certificate

" Private Key

Connect Automatically

( ox!}_][ cancel |
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6) Server ¢4

|Project

Data Ac

4 [ Project

\
|
| 43 Servers
|
|

| B&R Embedded OPC-UA Server and Client - Rasid

#

4 3 Documents
3 Data Access View

| ®  Remove
| Connect
¥  Disconnect
<y Properties..

¥

<| 11 |
~
¢, Change User..
Address Space
ifi i k=] = = HFe S i =2
7) Trust Server Certification 2 £2/5t0{ 215 &2 %, Continue 2 28!
(8 Cercte Vacaton [F0 =) [ p— ==
= i
Validating the certificate of server 'B&R Embedded OPC-UA Server and Client’ returned « ==
0 an error: Good
| BadCertificateUntrusted | Certificate Chain
e o Name Trust Status
A
Name Trust Status
oA Embedded OPC-UA Server and Client Untrusted
I Corhene et
Subject 5
Certificate Details ‘Common Name BER Embedded OPC-UA Server and Client
Grganization Bemecker » Rainer Industre-Elektronik Gesm.biH
Subject = OrganizationUnit  Automation Software
Common Name B&R Embedded OPC-UA Server and Client [ Loty
Organization Bernecker + Rainer Industrie-Elektronik Ges.m.bH. oy o
OrganizationUnit  Automation Software = DemainCompene L
;:)C:ll!y Cemmon Name B&R Embedded OPC-UA Server and Client
ate Organization Berneckes + Rainer Industne-Elektronik Ges.m b.H.
Country AT = GrganzationUnit  Automation Software
DomainComponent Localty
State
Common Name B&R Embedded OPC-UA Server and Client e
Organization Bernecker + Rainer Industrie-Elektronik Ges.m.b.H. 5
OrganizationUnit  Automation Software Vald From
Locality vald To
State Senial Number SSATTESE
Country AT Signature Algorithm  RSA-SHAL
DomainC Y Cipher Strength. RSA (2048 bit)
Thumbpnnt (SHAL) _ 903ABEAIDT63EAABTAZ6BT F6470D71A258 AE9200 -
[ Accept the server certificate temporarily for this session continve | L. cancel, ] Accept the savver certate temporarl or i sessr Cancel
= = =
<@lE > <QlE &>
13 I . = = = S
8) ‘Address Space’ &, Root > Objects > PLC > Modules > <Default> 0|l A & 443} A|Z| Tag E & QI
)
xl= = i ’ = = ol A =3
%= Tag £ ‘Data Access View'2 E2{1 H EHO 2 Tag 2t &0l 2 3 Jt5
MZXi Ol © b o EHI =
(Tag 28 = SXM M2 oo et L_-l'l:l)
Project B X | Data Access View o
4 3 Project # Server Node Id Display Name Value Datatype  urce Ti
4 3 Servers 1 B&REmbed... NS6Strin switchOnOff  false Boolean 1:50:41.
2, B&R Embedded OPC-UA Server and Client - Basic | 2 B&R Embed... NS6|St<j setTempOK  false Boolean 1:50:45.
4 3 Documents 3 B&REmbed... NS6|Stnhg| actTemp 20 Float 1:50:46.
[3 Data Access View
<[ i | »
Bddrens Spach: Ll
5 o Highlight =
2 Root
4 D Objects
> & DeviceSet
4 & PIC
4 2 Modules
4 & <Default>
4 D Global PV
4 @ gHeating
4 @ status
> (@ actTemp.
> @ setTempOK
4 @ gMainLogic
4@ cmd
b @ switchOnOff
> & Server
> © Types
> 2 Views
< 1 »
Copyright © B&R - Subject to change without notice July 17, 2015
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9) Automation Studio 2| Monitor 2E0| A B2k B8 35H7{LE, VNC viewer 01| A
A 2| x|(switchOnOff)oll SHE =l = B 22 HESUAS I 2 R (actTemp) 7t B7t5t= R[S =0l
setTempOK £ access level 2 Read 2 MM |0 Q7| 20 & £ Qi3
Data Access View | [x]
# Server Nodeld Display Name Value Datatype  urce Tii[
1 B&R Embed... ingl:... switchOnOff true Boolean :51:07.
2 B&R Embed... NS6iStringl:.... actTemp 80.5348 Float 1:51:28.
3  B&REmbed... NS6IStringl:.... setTempOK  true Boolean 1:51:21)
(M) Change User £ S3ll AF A} 8473
De BB =0 XQY Q. B E @
Project 8 x
4 (3 Project Server NodeId  Display
4@serves 00000 |1 B&REmbed.. NS6IStringl:... switch(
I DO.D Cocbanddad AN, 1IA C and Aliant DaatdllD RDRP Emhan NMCAICHrinml artTam

July 17, 2015
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2 PC 2} B&R PLC ZHofl OPC UA 8415t 7]
21 78 H 2FANE
TCP/IP
PC X20CP3586
(S2to|AHE) (OPC UA MH)
PC B&R PLC(X20CP3586)
Zelo|elE MH
IP Address 10.0.0.110 10.0.0.100
Subnet Mask 255.255.255.0 255.255.255.0
Software Automation Studio
UaExpert

o I

- Automation Studio 7} A %|E! PC,

- Automation Runtime B4.04 0|4}

- OPC UA Server & X|§3t= B&R PLC 1 CH (ex. CP3586)
o MEH

- UaExpert

- VNC Viewer

2.2 Automation Studio OlA Al ZEXE AiA

1) MEZ=2ME M4 (5tE/0{: X20 CP3586)

Logical View i &l;rdv;u.l;;l [?ym_mbesigner]‘ x-]
I BEE=ROR: B CTCAN R 2PUBY 28 ahl AT

ObjectName Description

2] @[%Png test ] ]
B %3 Globaltyp Global data types

[?r ¢ Globalvar Global variables
@ [ Libraries Global libraries

Copyright © B&R - Subject to change without notice
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2) T2 F}
3) Global #4501 gSum, X[248#4=0] varl It var2 & M5t Ch30H 20| I Y
e Fabt = MY
gSum USINT Global.var of] 4414
Varl USINT Program Oi Variables.var 01 41901
Var2 USINT Program Oi Variables.var 01 4101

|
BREa80.50. %%

¥, ¥ o ab 3 = U EE
ObjectName

g?t Program::Cyclic.st [Structured Text] X l

=

Description
= @ OPCua_test

Global data types
Global variables

= Q Global.var

-] PROGRAM CYCLIC

Global libraries

gSum := Varl + Var2;
SR ] Z{ogram

- st Cyclic.st Cyclic code @

i st Initst Init code _ END_PROGRAM

#- Exit code

Local data types
Local variables

2.3 OPC UA server EA13} MM

1) Physical View 0{ X Configuration 21=4

Physical View

¥ Glob
¥ @

FPUBY LAC®2

Name L. Positon Version D

Software

1/O Mapping
Configuration
Permanent Variables
Variable Mapping

2

Add Hardware Module...
Replace Hardware Module...
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2) OPCUAserverE On22 MY

| &i PC [Configuration] x |

L W
Name Yalue
= Systern diagnostics
B @ OPC UA Server
by @ Activate OPC UA Server on
B & Network Settings
P @ Port number 4840
E| 1 Authentication
{0 Allow Bnonymous access on
------ @ Anonymous access rights Read
By Uger
------ @ Usernarme kangs
L 1@ Password c
& ¥ Subscription Settings
@ Maximum Sample-Glueue Size 100
2.4 OPC UA Default View BHE7|
1) Configuration View 0l A X20CP3586 Z0{l OpcUaMap.uad T+ F7}
Configuration View v ax
Configuration Batch Description
= & Configl [Active] 0
@ ¥ Hardware hw Hardware ct
$ Hardware. hwi Hardware tc
& (3 X20CP3586
@ & Cpusw Software co
g{; ‘o& Cpu.per Permanenty
B loMap.iom 1/O mapping
g % PvMap.vvm Variable mz

2) OpcUaMap.uad I+ S

gSum 2| Access Level 2

g2

Read 2 #1473

215104 gSum, Varl, Var2 &

g M3l (Enable: True) &35t T,

@Moéo

X | ﬁ X20CP3586 [Configuration]* | @ Gl

Name
& p DefaultView
$~ @ Global Variables

Datatype

JUSINT

E— Program
by @ Varl
-y @ Va2

USINT
USINT

Value

True
Read

E) 5‘ Engineering Unit
- @ Name
e @ Sumhal
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25PLC O IP MY

Automation Studio 0lAM PLC 2] IP & MH.

1) Physical View 0{lA ETH 2| Configuration

A xS
=c.

- Mode: enter IP address manually
- IP address: 10.0.0.100
- Subnet Mask: 255.255.255.0

2.6 PC 9| Ip AX

1) MofEr > HIESIT ot QA > QIE{A 47

2) PC2lIpM%

- IP address: 10.0.0.110
- Subnet Mask: 255.255.255.0

!, @ |/& » Control Panel » Network and Internet » Network Connections »
= —— -

Physical View % X20CP3586.1F2 [Configuration]* X | 4 OpcUaMap.uad [OPC UA Defa
BPUBBBAECE® R ® v
Name L.. Position Version D|Name Value Descript
B & X20CP3586 1050 Xl g % X20CP3586IF2
""" ¥ Serial IF1 % — @ Activate interface on
[ — %ISL’(" 1 ::g E' - @ Redundant parameter Single CPU Project
,,,,, v USB IF4 U E}—,: Single CPU parameters For glob
.. o2& USB IF5 U b~ @ Hostname
— %, XX IF6 B - @ Baudrate auto
- Ja S81 b=y @ Mode enter IP address manually
- Jo $S2 i~y @ IPaddress 10.0.0.100
~ b 3 ST S 2 E—
# INA parameters
| L~ @ Activate online comm... on

1

@ Local Area Connection Properties

S|

X

Networking | Sharing

Internet Protocol Version 4 (TCP/IPv4) Properties

—

General

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(©) Obtain an IP address automatically

(@) Use the following IP address:
TP address: 10 .0 .0 .110
Subnet mask: 255.255.255. 0
Default gateway: ]

) Obtain DNS server address automatically
(@ Use the following DNS server addresses
Preferred DNS server:

Alternate DNS server:

Validate settings upon exit

= Rename this ¢

2.11b/g/n (2..
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2.7 CF Card BH&7| & B&R PLC 2| RUN 2 E &9l

1) Menu 0| A Tools > create compact flash £ 2

2) CFcard & B&RPLC O &8.

Create Compact Flash S [
Project
Transfer list (.pil)
C:Wpro}ec\sWOPOua_teﬁWﬂmanesWConﬁglWXZOCMS%WTrarTsfer.;iI 1
Details: OPCua_test.apj/Configl, CPU X20CP3586, AR D4.21
Select Compact Flash
Drive Disk information Refresh
a o) Generic- Compact Flash, 512 M8
Runtime Utility Center —
Compact Flash Partitiof |
Creating Compact Flash...
e | '\
® () sysTeN|
@ (:) DATA2 o ||
— e ——
Overall: 23MB of 488MB used
Safe B&R module system
["] Create USER partition
Copy directory to USER partition
- Browse...
I Create Compact Flash | I Create image ] | Close

3) B&RPLCO| ™3 32 F RUN ZE ¢l

ANSL: tcpip/RT=1000 /SDT=5 /DAIP=10.0.0.100 /REPO=11159 JANSL=1 /PT=11.. X20CP3586 D4.21

RUN
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2.8 UaExpert & S & PC 0llM Firewall dH

Eatiok &.

fol
i
T
@
s
2
g

e OPC UA server & 91451 7| |5l server dH8t ZEH

1) ‘Mo{Et > Iz &3t Advanced settings A1EH

@ » Control Panel » All Control Panel ltems » Windows Firewall
Control Panel Home o -
ontrol Panel Home
Help protect your computer with Windows Firewall
Allow a program o feature Windows Firewall can help prevent hackers or maliious software from gaining access to your
through Windows Firewall computer through the Internet or a network.
% Change norification settings e
& Tum Windows Firewall on or What 2 ons?
off
| @ For your security, some settings are managed by your system administrator.
9
Update your Firewall settings &
Windows Firewall is not using the S
recommended settings to protect your
computer
What are the d settings?
l % Domain networks Not Connected
l & Home or work (private) networks Not Connected v
l @ Public networks Connected ‘&
Action Center Networks in public places such s aifports or coffee shops.
Network and Sharing Center
Windows Firewall state: On -

fol
on
J
1]
59)

2) Inbound Rules 2t Outbound Rules & 20| 25 ZTEH

Inbound rules &, New Rule... &4

c--»l ﬁ-l_ﬂl

ewalluith Al L Actions
[ P R ~ e [Treeveare 3 0
&8 Inbound Rules Name Group Profile  Enable 4
= Outbouc:d R;Ies - @ AR000 Public  Yes ’:_.
onnection >ecuri - -
% Monitoring YR @arooo Public  Yes ’
- ; - -
@AR000 Public  Yes FHer by Rreme
l @ AR000 Public  Yes ¥ Filter by State »
- L
@ AR000 Public  Yes Y Filter by Group 4
li Yi .
\ @ AR000 Public  Yes E— >
@ ar000.exe Public  Yes
3) Port ME4EI 1 Next 22l
L e ——
Rule Type
Selectthe type of firewall rule to create.
Steps:
o RuleType Whattype of rule would you like to create?
@ Protocol and Ports
@ Action ©) Program
e Profile Rule that controls connections for a program.
¢ Name @ Port
Rule that controls connections for a TCP or UDP port.
) Predefined:
BranchCache - Content Retrieval (Uses HTTP) v
Rule that controls connections for a Windows experience.
©) Custom
Custom rule.
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4) TCP &M Specific local ports 01 Automation Studio 0| A{ A% %t

5) Allow the connection & &4

Protocol and Ports A
Specify the protocols and ports to which this rule applies. Namie Value
= Gystem diagnostics
Steps: /% OPC UA Server
@ Rule Type Does this rule apply to TCP or UDP? B i Activate OPC UA Server on
- % Network Settings
@ Protocol and Ports I 4 Portnumber
@ Action % Authentication
@ Profile @ Allowanorymous gosee on
@ Name Aottt acoess rights Read
Does this rule apply to all local ports or specific local ports? L e User
© Al lacal ports Py g0 Usemame kangs
@ Specific local ports: D 0 Password ¢
i l I - @ Subscription Settings
e @ Maximum Sample-Gueue Size 100

TEPNew Tnbound Rute Wizard - T —

Action

Specify the action to be taken when a

Steps:

@ Rule Type

@ Protocol and Pors
@ Action

Profile

@ Name

matches the dinthe rule.

What action should be taken when a connection matches the specified conditions?

©) Allow the connection
This includes connections that are protected with IPsec as well as those are not.

(©) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections will be
secured using the settings in IPsec properties and rules in the Connection Security Rule node.

(©) Block the connection

Profile

Specify the profiles for which this rule applies.

Steps:

@ Rule Type

@ Protocol and Ports
@ Action

Profile

¢ Name

When does this rule apply?

[V] Domain

Applies when a p domain.

is dto its corp
[V] Private

Applies when a computeris connected to a private network location.
[V] Public

Applies when a computer is connected to a public network location.
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7) O|ES

8) <2

ks

3t 1 Finish

E==]
= —

L]

o

Name

Steps:

Rule Type
Protocol and Ports
Action

Profile

Name

Specify the name and description of this rule.

Name:

OPC_UA _test

Description (optional):

Name

(@ Core Networking -
(@ Core Networking -
(@ Core Networking -
(@ Core Networking -
(@ Core Networking -
(@ Core Networking -
(@ Core Networking -
(@ Core Networking -
(@ Core Networking -
(@ Core Networking -
(@ Core Networking -
(@ Core Networking -
(@ Core Networking -
(@ Core Networking -
(@ Core Networking -
®) Core Networking -

DNS (UDP-Out)
Dynamic Host Config...
Dynamic Host Config...
Group Policy (LSASS-..
Group Policy (NP-Out)
Group Policy (TCR-0.
Internet Group Mana...
PHTTPS (TCP-Out)
16 (IPv6-Out)
Multicast Listener Do.
Multicast Listener Qu.
Multicast Listener Rep.
Multicast Listener Rep.
Neighbor Discovery A.
Neighbor Discovery S..
Packet Too Big (ICMP.

Group
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Networking

v |

Domain
Domain

Domain

Private...

P Windows Firewall with Advance [Tt L o3 Actions

Enable * | Outbound Rules &

New Rule.
W Filterby P.. b
W FilterbyS.. ¥
T Filterby G... »
View 3

[d] Refresh
5 Export Lis..

H Hep

New Rule...
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2.9 UaExpert 2 ZLEE 317|

1) UaExpert & Al

2) Servers E M= = Ol A 2Z 2 Add M=

3l nified Automation Uaxpe

rt - The OPC Unified Arc
; File Server Document Settings Help

- 4 y i y S ~
DPBBE + =0 xY5
Project - a8 x
4 3 Project

|3 Servel
g oocumli’ Add.. Ll
[3 Data Access View

—

3) Local > Edit Discovery URL 4184 & 0t A 22|, ‘Edit Discovery URL’ A1EH

f Add Server =B
AR

Configuration Name

t Discovery | Advanced |

Endpoint Filter: [No Filter v]
1

|2, Local
4 &® Local Network & Edit Discovery LS'—
> & Symantec SNAC Network Pro ¥2 Rebrowse
> Q Microsoft Terminal Services
> € Microsoft Windows Network
> € Web Client Network
4 & Custom Discovery
@ < Double click to Add Server.. >
> 9, opc.tcp://10.0.0.100:49320
4 (-) Recently Used
s OPC_UA_test_CP1485
) B&R Embedded OPC-UA Server and Client

< i »

Authentication Settings

@) Anonymous

__ Username L
(G

~ Password [7 | store

Certificate 55 |
Private Key |

Connect Automatically

(
|
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4) IP 2 Port number &2
[‘Eﬂ PC [Configuration] x 1
<
Marne Yalue
= System diagnostics
By & OPC UA Server
by Activate OPC UA Server on

= MNetwork Settings

B&R PLC 2| IP {3 opc.tcp://10.0.0.100: ZEH S 2 Ql=3d7t5

Automation Studio 0i|M &8t L ES of [}2 opc.tep://localhost: ZE# S 04| @2,

e “ & Port number
B Edit Discover... ! = Authentication
. o Allow an
Enter the new Discovery Url: =% ANONymous access rights Read
1 -

opc.tcp://10.0.0.100k4840% | Bef User
: by @ Usermame kangs

[ ok ][ cance | . 18 Password <
= & Subscription Settings

L A Lo g Maximum Sample-Queue Size 1600

5) B&R Embedded OPC-UA Server and Client (opc.tcp) ME{7F ZA1E

e Basic128Rsal5 — Sign & Encrypt (uatcp — uasc- uabinary)& M=
. . . = = =
e Authentication Settings 0l AFE Xt O|§ 2t H|LUHE 24 OK & 22!
W T o]
Configuration Name Server and Client - Basic128Rsal5 - Sign & Encrypt (uatcp-uasc-uabinary)
| biscovery | Advanced |
\| | Endpoint Fiter: [No Filter -]
4 g B&R Embedded OPC-UA Server and Client (opc.tcp)
w4 None - None (uatcp-uasc-uabinary)
(& Basic128Rsal5 - Sign & Encrypt (uatcp-uasc-uabinary)
(5} Basic256 - Sign & Encrypt (uatcp-uasc-uabinary)
4 Local Network
" 13 Symantec SNAC Nework Provider
> & Microsoft Terminal Services
.' > @ Microsoft Windows Network
> & Web Client Network
4§ Custom Discovery
@ < Double click to Add Server.. >
> 9, opctep://100.0.100:49320
© Recently Used
Authentication Settings
~ password o [¥] store
? ‘Cemﬁmle
" private Key
[] Connect Automatically
Cogd
6) Server 917
‘ Project & X | Data Ac
|4 [3 Project #
| 43 Servers
| ( - =
‘ | B&R Embedded OPC-UA Server and Client - Basid
4 [ Documents @ Remove
3 Data Access View ©. Connect t}
¥  Disconnect
q] n | ) Properties...
] 2, Change User..
Address Space
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7) Accept the server certification temporarily for this session |3 8 A ME &

Trust Server Certification 2 2!

-E .7’ S 7&&“’

Validating the certificate of server ‘B&R Embedded OPC-UA Server and Client’ returned

o [

l BadcertificateTimeInvalid

Certificate Chain

Name Trust Status
i € B&R Embedded OPC-UA Server and Client Trusted
Certificate Details
-

Error certificate is not yet valid B
Common Name B&R Embedded OPC-UA Server and Client =
Organization Bernecker + Rainer Industrie-Elektronik Ges.m.b.H.
O izationUnit A ion Software
Locality it
State
Country AT
DomainComponent  br-automation

Issuer
Common Name B&R Embedded OPC-UA Server and Client
Organization Bernecker + Rainer Industrie-Elektronik Ges.m.b.H.
OrganizationUnit Al i
Locality
State -

Trust Server Certificate i

[¥] Accept the server certificate temporarily for this session cm&&] Cancel

8) ‘Address Space’ &, Root > Objects > PLC > Modules > <Default> 0| A &3} AlZl Tag E = Q.

3}& Tag £ ‘Data Access View' Z E2|1 H EHOZ Tag 2 &0l 2 £H It
(Tag 98 L X M2 2lido] et oHE)

Project & X | Data Access View (%)
4 [3 Project Server Nodeld  Display Name Value Datatype i

4 [ Servers 1 B&R Embed... NS6|String]::

2, B&R Embedded OPC-UA Server and Client - Basi¢ (2 B&R Embed... NS6|String 1:54:
4 (3 Documents 3 B&REmbed... NS6|String]:.... Var2 50 Byte 11:54:4

@ Data Access View

< | 11 »

Address Space RS
2 1o Highlight -
@ Root
4 O Objects
> & DeviceSet
4 & PLC
4 D Modules
4 & <Default> h‘
4 2 Global PV
b @ gSum
4 & Program
b @ Varl
> @ var2
> & Server
> 2 Types
> 2 Views

< i »
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