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PC

OPC UA OPC UA
1 PC OPC UA
1.1
T : Automation Studio PC 1 , Automation Runtime Version. B4.04
i : UaExpert, VNC Viewer

Automation Studio Help(AS Help)

AS Help(4.2.1.100) GUID: dbce7686-304b-41bd-b4f8-4efcb1f595f0
Communication > OPC UA > Runtime system

1.2 Automation Studio &offee Machineb

1) Automation Studio

Help

Recent Projects

New Project Getting Started
Getting Started
HewiFestires B&R Sample Projects...

* B&R Coffee Machine

* Application Basis Project

* Safety Basis Project

How do I...

i@ Worlk with Automation Studio?

i@ Create & control project?

i@ Create a visualization?

i@ Create a motion application?

i@ Create a safetv application?

AS Help AS Help(4.2.1.100) GUID: leccfc12-bcf9-4157-b862-12f9ee79faed
Automation software > Example projects > Example projects on the start page
Automation software > Example projects > CoffeeMachine
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PC

2) OPC UA

1 Project > Change Runtime Versionsé

Automation Runtime version(B4.04 )

File Edit View Inset Open | Project lSuurceCuntrul COnline  Tools

Ao kN

BEuild Canfiguration F7
Rebuild Configuration Cirl=F7
Clean Configuration...

Build Crass Reference

Transfer To Target Chrl+F5
Stop Build Ctrl=Pause
Batch

Update Library Declarations

Change Runtime Versions...

Settings...

1.3 OPC UA server

1) Physical view PLC(ARsim)

Physical View

- ARsim
— @ Serial
i~ @ Serial

TRPUBY AE® 2

Build Events I OPC | Simnulation | WE Terminals

Geneial |  RuntmeVersions | Buid | Tansfer | O | o
Q ARsim
Component Preferrad Inuse

@ Automation Runtime D421 - | D41 I

i@ Safety Release notused w | notused

i Visual Components V4220 | W4220

@ ACP10 (Mation) Software 2282 | 2282

, Configuration

L.. Position

Software
1/0 Mapping

Configuration

"~ Permanent Variables

Variable Mapping
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PC
OPC UA OPC UA

2) OPC UA Server > Activate OPC UA Server  @nd . (Default: off)
%..l PC [Configuration] =
£
Mame Walue
a1 ¥ Systern diagnostics
&7 OPC UA Server
-y 9 Activate OPC UA Server an
g 7 Network Settings
“e @ Port number 4840
e Authentication
bep @0 Allow anonymous access an
e @ Anonymous access rights Read
5-F User
ey @ Username kangs
ey @ Pasgword C
= % Subscription Settings
“e g Maximum Sample-Queus Size 100
Table 3
OPC UA server
Activate OPC UA server On
Network Settings
Port number 4840
Authentication
Allow anonymous access On
Anonymous access rights Read
Usename kangs
User
Password c
Subscription settings
Maximum Sample i queue size 100
Table 4 OPC UA Setting Description
OPC UA server
Activate OPC UA On PLC( ) OPC UA server
Server Off (default) PLC( ) OPC UA server
Network Settings
OPC UA server (default = 4840)
Port number
Authentication
Allow anonymous | ©n (defaulf)
access Off
Anonymous access | Read
rights Read/Write
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OPC UA

User

Subscription settings

Maximum Sample i
queue size

AS Help AS Help(4.2.1.100) GUID: 9526615e-b956-4679-8¢19-69¢92c520d0a

Communication > OPC UA > Enabling the Server

1.4 OPC UA default view

1) Configuration View

Add Object
Configuration View v
&9 =
Configuration Batch Descriptic
= & Simulation [Active]
8 ’ Hardware.hw Hardware

Hardware hwl

Gra hical

2) Toolbox @PC UA Default Viewd

2 Cpusw Open
& @2 Cpu.per
@ 49 loMap.ion Open with Explorer
- @ PvMap.wvy
- (& Motion Add Configuration...
PP400mcSim
& PP400based ‘ Add Object...
& PP500mcSim
Cut
Copy
Paste
Toolbox - Object Catalog v ax
i 22| % Search
Files
v14%)
OPC
Name Descnpuon
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OPC UA
3) @pcUaMap.uadd
Configuration View v oXx
&9 3 =
Configuration Batch Description
= & Simulation [Active]
= ¥ Hardware hw Hardware tc
@ . Hardware.hwl Graphical h:
= (] ARsim Files belong
@ @ Cpusw Software co
@ & Cpu.per Declaration
@ ¢ loMap.iom 10 mapping
- @ PvMapvvm PV mapping
-
& PP400based
] PP500mcSim
4)

23 ARsim [Configuration]* Vgig;chaMap.uad [OPC UA Default Vi;w] x|

Bole & @

Name

Datatype

[ > [DefaultView

- ) Global Variables

- @ mainlogic

- @ feeder

- @ conveyor
@ brewing

- [@ heating

- @ visCtr

- @ visAlarm

- [@ visTrend

[P O e S WO WO B OO0 OO 8

-
-
-
¢}

J..
o-
-
3]

5) Default View editor toolbar :

o\ &

Icon
% OPC UA tag
@ OPC UA tag
" 4 OPC UA tag
of | oPc uAtag
& | Default
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OPC UA

6) (Properties)

i (Structures)

- (Properties)
Enable

- (Properties)

Enable

Moo

TRUE

Automatic Enable

Automatic Enable

True

False

Name
E 3 Defaut View
(7] Global Vaizbles

(D mailogic

Datatype:

tag

tag

2 [ feeder
i g ¢ feederbiC_Home NC_Home
- & b UDINT Properiies - feederMC_Home x
& Exenic BOOL Name Ve
& Posiion REAL 2 H feedaMC_Home [ ]
- @ HomingMode USINT -!9 Enable Tug
- & Dore BOOL ~y O utomatic Enable Tue
- & Busy BOOL - § Menberinhertproperies  Tre
& CommandAbored BOOL # AecessLavel Read Mirte
& Err BOOL
i (Arrary)
- Enable True )
Show array elements  True
-] OpcUaMap.uad [OPC UA Default View] X ‘
Be[e]s & 2
Name Datatype
= g Defaul View -
Properties - alarmAckCoffee X
- (5] Gobal Varisbles o e
b~ [ mairlogic
5 (& alamiAckCaffee
3
et 1y @ Show amay elements True
-+ (@) breving @ Memberinhert properties Tue
E g"ﬁu“;g @ Access Level Read/Wite
v
e [ visAam
+ & Ao | E<SI0RE]
@ alamCoffee BOOL[0.19]
@ simioplink STRINGIS0]
@ SdmSetAppParam 0 SdmSetAppParam
@ simSiztus UINT
B [ visTrend

9 Inherited

- Member inherit properties

- Member inherit properties  True
feederMC_HOME  Access Level

- Member inherit properties  False

feederMC_HOME

Access Level

tag

feederMC_HOME

tag

feederMC_HOME  Access Level

Access Level

| OpcUaMap.uad [OPC UA Default View] |

B[o]o] & 4

= v Defaul View
(5] Global Variables
(@ mainlogic

@ feederliC_NoveAddtve
@ fesderliC_Power

@ feederlIC_ReadAsEmor
@ feederlIC_ReadStatus
@ fecderlIC_Reset

@ MC_ReadActualPostion_0

Name Datatype

MC_MoveAddiive
F

MC_Reset
MC_ReadActualPostion

£ ([ feeder
& s UDINT Properties - feederMC_Home %
- & Execte BOOL Name Value
@ Positon REAL = ¥l fesderliC_Home [ ]
@ HomingMode USINT @ Enable True
& Done BOOL 1@ Automatic Enable True
& Busy BOOL @ Memberrhertpropeties  True
@ CommandAbotted BOOL @ Access Level Read Mirte
& Emor BOOL
& EnorlD UINT
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OPC UA OPC UA
7) OPC UA tag
il coffee machine On/Off , ,

- Global Variables.gHeating.status.setTempOK

- Global Variables.gHeating.status.actTemp
- Global Variables.gMainLogic.switchOnOff

1 3
- Enable True
- setTempOK Access Level Read
Name Datatype
E  # DefaultView
&~ & Global Variables
----- @ aoHeating INT
««««« @ atWaterTemp INT
B @ axConveyor ACP10AXIS _typ
B @ axFeeder ACP10AXIS_ typ
----- @ diStartCoffee BOOL
----- @ doCupPull BOOL
««««« @ doDoseCoffee BOOL
----- @ doDoseMilk BOOL
----- @ doDoseSugar BOOL
44444 @ doPumpWater BOOL
----- @ gActConveyorPosition REAL
44444 @ gActConveyorVelocity REAL
----- @ gActFeederPosition REAL
««««« @ gActFeederVelocity REAL
@~ ¢ gBrewing brewing_typ
B~ @ gConveyor conveyor_typ
- @ gFeeder feeder_typ
By @ gHeating heating_typ
.- heating_cmd_typ
¢ setTempOK
-y @ actTemp
Thain TP
switchOnOff BOOL l
@ erorAck BOOL
@ start BOOL
@ vis main cmd vis tvp

Name

Properties - actTemp
Name
= !ﬂ actTemp
-y @ Enable
-~ @ Access Level
- @ EU Range Vidlation
- EU Range
@ Low
@ High
Engineering Unit
@ Name
Symbol
Unit 1D
Namespace

Name Value
El s F_switchOnOff 1 I
iy @ Enable True
L @ Aooess Level Read/irte
X
Walue
[ ]
True
Read/Write
Accept
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OPC UA OPC UA
15
create compact flash
1) Menu Tools > create compact flash
( Create ARsim Runtime Structure (CoffeeMachine.apj/Simulation) ‘iﬁ‘
Source file (.pil)
C:#projectsW CoffeeMachine WBinariesWSimulation WARsIm W Transfer.pil
Create ] [ Cancel
2) RUN
INA: tcpip/RT=1000 /DAIP=127.0.0.1 /REPO=11160 /ANSL=1 ARsim D4.21 RUN
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1.6 UaExpert OPC UA
OPC UA dJaExpertd

https://www.unified -automation.com/

Discover a New OPC

i
Arntmrmatim
© 2015 Unified Automation GmbH,|

1) UaExpert

E

Reterence  Toget Diplayame.

O ™ 0

2) Project > Servers Addod

[3 Data Access View

4
4 [3 Project
Serve
4 8 Docu & Add.
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3) Add Server

Local

Configuration Name

Pop-up
Edit Discovery URL

Discovery | Advanced |

Endpoint Filter: [No Filter

|2, Local

)
]

4 §# Local Network
> & Symantec SNAC Network Pro

Z Edit Discovery URL
¥7 Rebrowse

b Q Microsoft Terminal Services
> € Microsoft Windows Network
> & Web Client Network

4 @ Custom Discovery

» 9, opc.tcp://10.0.0.100:49320
4 () Recently Used
& OPC_UA _test_CP1485

Rl F—p—

@ < Double click to Add Server.

) B&R Embedded OPC-UA Server and Client

s>

Authentication Settings
@ Anonymous

Username ‘_
—

]

Password | | [C] store

Certificate | =)
=

Private Key | | CJ

|

Connect Automatically

oK

][ cancel |
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OPC UA OPC UA
4) IP  Port number( )
| & PC [Configuration] x |
& v
Name Yalue

p— - ?m = System diagnostics
. - By & OPC UA Server
. Edlt Dlscover“"h.,—.— by @ Activate OPC UA Server on

B [ Network Settings
i ¢ . [ 9 Port number =40 |
Enter the new Discovery Url: &y ® Authenttication
TV ANOW anonymous access on
0PC.th!//|OCB|hOSt!484d<* N O @ ANONymMous access rghts Read
| =5 User

oK Cancel .9 Username kangs

4 e AR e wey @ Pagsword

= % Subscription Settings
Eﬁ e @ Maximum Sample-tiueue Size 100

Automation Studio simulation IP opc.tcp://127.0.0.1:

Automation Studio opc.tcp://localhost:

5) B&R Embedded OPC-UA Server and Client (opc.tcp)
1 Basicl28Rsal5 i Sign & Encrypt (uatcp i uasc- uabinary)
1 Authentication Settings
1T OK

Add Server i —

Configuration Name Server and Client - Basic128Rsal5 - Sign & Encrypt (uatcp-uasc-uabinary)

| Discovery Advanced

Endpoint Filter: [No Filter z) | A

4 3 Local |
4 Q B&R Embedded OPC-UA Server and Client (opc.tcp)
a None - None (uatcp-uasc-uabinary)
() Basic128Rsal5 - Sign & Encrypt (uatcp-uasc-uabinary)
L ic256 - Sign & Encrypt (uatcp-uasc-uabinar:
4 Local Network
3 Q Symantec SNAC Network Provider
b & Microsoft Terminal Services
’ b @ Microsoft Windows Network
b & Web Client Network
4 @ Custom Discovery
@ < Double click to Add Server.. > w

=

> 9, opcitcp/10.0.0.100:49320
(-) Recently Used

Authentication Settings

@) Anonymous

. Username kangs

@
Password o] [¥] store

__ Certificate [

~ Private Key [

Connect Automatically

I Ol(k_Jl Cancel ]
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6) Server

‘ Project

Data Ac

4 [ Project
4 3 Servers

#

> B&R Embedded OPC-UA Server and Client - Basid

4 3 Documents
3 Data Access View

<|i 11, |

Address Space

7) Trust Server Certification

& Remove

O Connect

¥  Disconnect

<y Properties..

2, Change User..

¥

, Continue

——— =
(M certificate Validation B 1 Certicate Vaidaton ==
= — = 'l
Validating the certificate of server 'B&R Embedded OPC-UA Server and Client’ returned « ==
Q an error: Good
i BadertificateUntrusted | Certficate Chain
Cattficase Than Name Trus Satus
A
Name Trust Status
A\ B&R Embedded OPC-UA Server and Client Untrusted
Certficate Detals
Subject 3
Certificate Details CommonName  B&R Embedded OPC-UA Server and Client M
Organaation Berneckes + Raines Industri-Elektronik Ges m.b.H
Subject = OrganizationUnit ~ Automation Software
Common Name B&R Embedded OPC-UA Server and Client (7 Lealty
Organization Bermecker + Rainer Industrie-Elektronik Ges.m.b.H. oy o
OrganizationUnit  Automation Software = DemainCompene 3
Locality
State Commen Name B&R Embedded OPC-UA Server and Client
= e Organazation Berneckes + Raines Industrie-Elektronik Ges.m.b.H.
Country AT OrganastonUnit  Automation Software
DomainComponent Loty
Issuer State
Common Name B&R Embedded OPC-UA Server and Client ;:“m"::(ﬂmw
Organization Bemecker + Rainer Industrie-Elektronik Ges.m.b.H.
OrganizationUnit  Automation Software Vald From
Locility \aid To
State Senial Number SSATTESE
Country AT Signature Algorithm  RSA-SHAL
DomainC: L Cipher Strength RSA (2048 bit)
Thumbpnnt (SHAL) _ 903ABEAIDT63EAABTAZ6BT F6470D71A258 AE9200 -
| [ Accept the server certificate temporarily for this session Continue | Accapt the server o Ucate temporarty for s session Concel

8) dddress Spaced
Tag @ata

(Tag

< >

, Root > Objects > PLC > Modules > <Default>

Access Viewd

Tag

Tag
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