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Automation Studio O X =212 0|9l | 70| A Help / Show start page £ MEHSH &, Automation Studio 9
"Getting started” MMO|A| AlZF H|O|X|E € %= JYSLICH

Z2HES € I, Z2HET} ol X[ MZE=A| CIHER[7} BIEA] X|7ZE|0{0F SfL|Ct.

Open Project @

You have chosen an archive file to open a project from, Automation 2 2o T 2N ELS XAE CJHEZ ol L
Studio will create a new project extracting the archive. Pleaze enter the K -I—I_OI_I = = T I o= | -1 = I 0” ML
path far the project. ZIP JJ-l' = O‘” A‘I AOH é;' a |—| El‘.

Mame of the archive file:

@5 AR S NB G
] Object Ngme Drescription

.....

Mame of the project;

Default project

- Project Documentation
Path of the project: - - %2 Globaltyp Global Data Types
C:4proj . B & Globalvar Global Yariables

- (g mainlogic b ain Logic Cotral

B[] Feedertum Feeder Contral

B[] ConveyorBelt Corrveyor Control

B[] Brewingfssembly Brewing & Dosing

Bt (] FlowHeater Heater Contral

B[] Receipes Coffee Feceipes

Open ] [ EaRg] B[] Wisualisation Yizualization
Fk (] Libraries Global Libraries
£ >

i_’} Logical View *C-:unfigurati-:un View JF'h;-'si-:aI View
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Automation Runtime A|Z2|0|ME
ARsim configuration @ 2 %

Configuration View Of| A| active ARsim configuration 22 T2MEZ

AL}
Mot I XAFS o2 A|RHE LT
Je2| s Oto|2 ( B ) 22 ZYHAIFE (taskbano| 22 I

A (notification area)d|| EA| = L|C}.

Automation Runtime A|E2|0|ME2 2 A|

2|3 O] A|ZHO] BtEE|H A X7} &

= L Ef

P S0t A[ERE (trial mode) 2 M= 4

= T %I\ﬁ I—l EI’-

Automation Runtime A| &2 O]
HAEZE St7| 2ol ARsim Startup
Q& L|C}.

CHSFALRFO Al CHA| A|ZtE

A
e

Me 27t

o]

=

O] A2 ARsim Hr§7r7| 0| 0| A Toggle

view = ME{3}0] ChA| &

2 O|A|_||:_|-

—

p
ARsim Startup

Services |Console I Adjust timel Ahout I

Restart in diagnostic mode
Diagnose |
Shut Down |

I E4.04 - IP:127.0.0.1

Startup status information

IAF{sim started

ARsim status information

e

Cancel |
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O M| == 1240| E2|™H, Automation Studio 2F Automation Runtime A|Z2{O|M7to| 2E2tQ10| Ats2 2 AHAZAEL|CH

— —

tot

FMSE=l A A (active connection) 2 Automation Studio 2 EfJHEA|Z (status ban)0f| EA|E L|LC}.

tepip/RT=1000 /DAIP=127.0.0.1 /REPO=11160 /AM5L=1 ARsim RUM
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ARsim 0| Z2HEZ M LdH0l= = JHKIIF As LI

OF
ol
rir

| M Tools / Create compactFlash ¢ €t
S=J| <CTRL> + <F5> £ A& 30 Project / Transfer to target system & &4

=2
fr4r
2

AL 0|

rot

Y AR

I=

ZHE

rlo

MES MEo=2 HEsts 82 N i YEHS AL O = Z2HMEf of
L

1. "Create CompactFlash”

TH0| HEE =, 0l o0 A
Tools / Create CompactFlash £
HElsty £E0| 7hsgt O0IX| S Destiationdrectory
DI_|'% _Jlk_ %lﬁ L_| |:|-. C:\projects\CoffeeMachine {TempSimulation \Simulation VAR sim

Options

[¥] start ARsim after creation

|7 open destination directory in Windows Explorer after creation
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<Create> £ Z2!5}0] s O|O|X|E M MHSID Automation Runtime A|&Ed|0| M-S CrA| A|EFSHL|LC}.

-

=

Runtime Utility Center

Creating ARsim Runtime Structure. .,

Ko

&0 2t E|H, VNC viewer & AFESHO] ARsim ot HZS g =+ gL Ch

2. "Transfer to target* 2 ZZNE M I

ME2 Z2MEE HZ MES7| M, 7|E2| Automation Runtime A|Z22|0|M Z2HME = EfZ A|AHIOf| A
AP M| =[O OF BELILE. (of: Z2HEQ| 2“\*?-}5' Td2 ARsime 2 ML el Z=NEQL FUSHK| 5L Ch)

O EZZ|AHO|M HE22[= M2 HF0|A Online / Services / Clear memory / Erase UserROM £ MEHSIO| A E
+ &Lk

_|

Ol H&HF0A EE= TH7| CTRL + F5 & ALE3%10] Project / Transfer to target £ MEHSIO] ARsim

=

M s REBO .

; Transfer{Strg+F5)

Transfers the entire configuration to the
target
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7 ATt b2 E|H MA50| A|RHEILICE Project Transfer CHa} A4 X7t =™ OK £ 22510 &£0I8&E L L.
Aot HE2AHOoIEE2 2 U (0l Arial Unicode font) S E&otd JAJ| =0 Z2HEI MESE =0 Al2H0]
ZE £+ ASLICH 80| MG = S0 _i‘i HE AI2I1JF SLIC
Project transfer E]

Eg Object Wisul3
I Simulation
0 Size J1E5876
T T CIITTITOTn |
o %
[FI. ]
=
M£0| QZE|H, VNC viewer E AFRSI0 Arsim 1f A4S & 4= QJSL|CH
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OPC Efjd&= Egfja-MH-EES
OPCtag = Z1EE AT EQ|

ol
Ot
I=
Hu
J_I.

9| variable declaration &0|A HIZ 7} & &= ASLICH
T (process variable) | E OPC M4 & *a"':c'iOH’J'—l Ct.

0| < OPC client 0f o|8f AFE = Q= logical tag name =& LtEFHL|CE

OPC configuration 2 Automation Studio 2| Logical View O|A A& M0 22| &L C

Package o| HIZ7}7| O+ 0| A Add object

Logical View * 0 X
M= R=Rak e ARG NER. W5,
Object Hame Dezcription
= 'Egl Coffeet achine Default project
- 2] Doc Praoject D ocumentation
‘[% Global typ Global Data Types
- g4 Globalvar Global V ariables
i} & mainlogic tain Logic Control
- [] Feedertum Feeder Control
I:j CorveporBelt Corvvepaor Control
I::I Brewingdszembly Brewing & Dosging
- [£] Heating Heater Contral
I::] Receipes Coffes Receipes
- [ wisualisation Yizualization
[:] Libraries Global Libraries

Qpen 3
Open with Explorer

Add Object. ..
Cut
i —  Copy
L’;Logical‘v’iew ‘C-:lnfigl F’iew

1E1510] package Of object & 4G LICt

"Add object” CHZIAMALE AFE5I0] New OPC tag

declaration 7} &7} L|C}

¢ Add Object

Categories: Templates: Bl

{5 Package | =N | =8
o °

{L7) Program '_.!?-\ :’J
& Data Object MewOPC  Mew DPC
{7 Mation Alarm De... Praperty ..
{5 Library
() Visualization
5 OFC
= File
{1 Samples

A new OPC tag file.

Mest > l [ Cancel ] l Help
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Next £ Z8/5tH 1 CHZ CHetRZE E2l2, of7|0f tag configuration THUOf CHSH O|F AES YHY +
21},
=

ol
PN

& New OPC Tag Declaration

A new OPC tag file.
Filename:; iDchag.Dpct |
Dezcription: i-EIF'E taq declaratior| |
< Back ] [ Finizh ] [ Cancel ] [ Help

Finish & 22l5l™H &0| &350, X|™d =l package 0 tag configuration It (.opct) O MM E L|LC}.

= OPC configuration
@ OpcTag.opct OPC tag declaration
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OPC tag editor = OPC tag configuration 2
12{™ OPC tag &= OPC tag editor 2| ZtH

O|-J |0
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i
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|
-
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g S}7LL B2 7t7] B w0 A Open & MESHH € == RASLCE

0] 7| Getting Started Of| K| 0| A{ =, “CoffeeMachine” Of| K| 0| A Al =l

7t g8 AYLIL

| 2
[=)

~
(<]

== S
‘I‘

(process variables)| M & 72| OPC tag

3 & ¥ == (Process variable) & & (Description)

gMainLogic.cmd.switchOnOff AL Hils A2/

A E L.

X =2 2. gMainLogic.cmd.switchOnOff variable (=1) 2 HI|HAZ

- A 7, 29 2k gHeating.status.actTemp = O1%E|31|O|HO| ol
gHeating.status.actfemp 71E22{0] O8] °F 80°C 2 S7}E/L|C} HUHAIO| HX| I, 28 AfE0=2
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New OPC tag = Insert 7| & F=27{L} EHI0|A & OF0|2E 2&|%t =, HHZ7t7| U #0A Add OPC tag £
HESHY =7k = U LICH

T AAE=

OPC tag 7t F7t& 2, Ef 2|AE0 A C|ZE 0| NewOPCTag 12|11 C|ZE OPC O|O|H EtY VT 14 22 &S
+ ALtk

Q OpcTanopet [OPC Tag Declaration]* X

L
g AL
EIF‘I:TarNanE DataType Sourcs Propesiy Wl
§: PiewilpeTen [viw | ER | O |
B o Fomat
o |z veclor [d52
E- "' deoass
- @ Potected [z
i @ Readacoens Inse
e @ Wite actess Iz
™ Vales
@ lamanual falzz
-} "" Alam
o Namg
b ) Message preli
B B Custom propetes
§ Pladss salect properly
{ b




B2~ (Variables) Of| A OPC tag BHS 7| 3 PIEEETE NATOUATO -

OPC tag E 75t =, ZAM 00| 2 . & 225l Select Variable &

o
Q
>.
o

>

T

n

QOFPC Tag Name = Data Type
F. gbainLogic.ocmd switchCnCiff WT_BOOL
2. startFlag VT_BOO0OL
2. MewlpcTag & vwT_14

) Select Variable

[] Show constants MHame Top |
i e i@ doPumpi/ ater BOC
Show project stiechure '4-']- @ gBrewing bres
I H— 4 oCotwepar O
Showy only local B @ ofecder feed
=~ 4 gHeating hieat
i @b @ comd heat
Fh— g par EET
Eb- g stabus heat
- @ setTempDK BOC— |
i . #  actTemp
'_-i';} ﬂ mainlogic - |
£ _ ! L.
Filter |
l Ok ] l Cancel ] l Help |_

QIof A AAZE F variables = OPC tag editor & E7| Hoj 4™ 4 ULt
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Windows OPC MH O CHat OPC tags &= Automation Studio L ZXM E O| Configuration View O A OfEZE =+
ol 1|},

A H

OPC OiEHE AMtE L=

B 0l

OPC AfH{o| £ £40) OPC tag 7t XIHEl= ZPE LBLICH =8 OPC tag 7t Efj 2~ 3L}

| logical tag name 2 = 7(|7H = d2E DEFE L|C}.

HZ7t7] 070X Add object £
Configuration View 0f Windows OPC

* Slmulatlun [Active]
Hardware.hc
Bt |.-ﬁ-.F|EIEIEI - !
_ "u Cons Cpen wikh Explorer
Cpu.p Cpen wikh - Notepad
loka

=

PyMs  Add Configuration...
% ':;5;; Add Object. ..

- svsco
é‘ Vizug
- [] Motio
- & P52

H-H-H-H-H-H-H-H-H"H-QpQ,

AMEi, 2|20 OPC / New OPC Windows server mapping S M EiS}0
A H O Ci$t OPC mapping = 4 stL|LC}.

¢ Add Object X

Categonies: Templates; 2E

Iy Package ™,
I Software Configuration cﬁc
I 10~ aniables Mew OPC AR
() File Server Map...
(= Motion
I Wisualization H:IFIFIIHI:I
i Data Object
= oPC

A new OPC Windows Server Mapping file.




OPC OiE T8 T=7] 2 S

Next S 225101 0§ TpAof Chst ope
(description) 2 /=% & 9l 13 Cf2

name)dt A H
I-x|.7|. o 2l |_| |:|.

0 —

P New OPC Windows Server BT

A new OPC Windaws Server Mapping file.

File: narme: i-EIchinM ap.0pc |

2 Finish £ S &[5t &0| &d|1 2datzl
Dlezcription: E_EIF'EWin::IDws SewerMappil —_rl*"(actlve conflguratlon)Oﬂkl |:||-|.L<L>I _|-0E|
(opcm) O 244 & L|C}.

Configuration View * 0 X
& JOH =
Configuration Dezcrption
= Q Simulation [Active]
. -0 Hardware. hc Hardware topology,
'-TED AROOO Filez belonging to t

"“-‘\ Cpu.zwm Software configurz
Qg Cpu.per Declaration of perr
@ | ok ap.iom 10 mapping file
@ Prubd ap.wvm P mapping file
E ArConfig. e Funtime configural
= F @8 spsconfbr CPU system confic
Shk ] [ s 0 ] [ Fance ” Help B spsconf.spc CPU sypstem confic
ig Wigual wom W2 Mapping File
- ] Mation
ﬁ% PS2-kevboard. dis k.ey mapping for P
& B | | OPC Windaws S

L1 >
LJ} Logical View fPhysical View *‘C-:nnfigurati-:un
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OPC O & It (.opcm) & E& 2250 OPC mapping editor £ € = USL|CH
HIZ27}7| H|750|AM Add OPC tag £ MEHSI, EHIO| Qe & OIO|E 2 Z=IStHLL .opct LM E2j3-H-
£t & 519 Logical View 0ff = OPC Oj & mt o OPC tag £ F7ratL L}

Of & Lol OPC tags S
E

O3 =, opct ThES ME5I0] OfE niglz S
Logical View w 0 X
DI AR MBS
Ohject Mame Description #

G- ] Doc Project Docum
- #2 Globalyp Global Data Ty
- ;r Glaobal var Global Wariable
G- mainlogic bain Logic Coi
G- (0] Feedertm Feeder Contral
G- (] ConveporBel Caonvepor Cont
|:r] Q Brewingd:zsembly Brewing & Diog
G- ] FlowHeater Heater Contral
I:r] ] Receipes Coffes Receip
G- 0] Visualization Visualization

G- ) Libraries Global Libraries
El- %G OFC OFC declaratic

il

o Cddg decla
OPC alarm dec
OPC property ¢

- L DPCAlam opca
G- FE OpcProperty.opep

AI_-|E

A2 Project Explorer 0f = Logical View 0| M2t 7ts3tL| LY.

8t7|7k 75 BfL k.

u‘ﬁ‘,‘- WinOpcMap.opom [OPC Windows Mapping]* X
W

EH =] OPC tagse= Logical View 0| Af E2|1 =l 0|Z 0 OPC O & ItA0f FEA|

OPC Tag Mame
gt Communication path
) Coffeetachine
- & [oPC |
----- ;g; ahd ainLogic. cmd. switchO R
Lk @ waterT emperature

Fl Processz Object Mame

gl ainLogic. cmd. switchDnff
gHeating. statuz. actT emp

Drag&Drop

ELI=?
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OPC MH 2} EIZl A

|>
o=
)
10
mv)
S
ofm
r=
rlo
@)
)
(@)
(@)
(@)
>
>
()
o
=
>
wn
@
=,
(@)
wn
=2
4
0x
il
-
)

Automation Studio 2221 HZA0 CHSt M
HEE 27t ASHCL

ozt

= CZEZ AMEELCH B2 A AB0f Tt B E 2780] 271E Z20T

E Al mt2t0| B = Communication path == Otz2{f, OPC O & mlof LM E[0f JEL| Lt

0| "Getting started" 04| M| 0j| A OPC A{H|{= Automation Runtime A|ZZ{|0| M1} 5 Ldt PC Of| A A
2381 20| gZ0| g0 JAELCE

0%

E|7| Ii-=0fl, OfcH

,,'5:' WinOpcMap.opcm [OPC Windows Mapping]* X -
@
0OFC Tag Mame Property Walue
ﬁj Pri CT=0PT=0
= 'i_,r_‘j Coffeet achine ﬁ: LHINAZ LMHINAZ
B ] OFC = & TCRIP T cpip
----- @ Device name TCPIP
----- @ Source address [SA) 1
----- @  Local port number 11159
----- @ Others
= _}f‘-: AROJ0Coffeet achine [/DalP=127.0.0.1 /RT=1000 /REPO=11160 /CKDA=0 |
----- @ CPU name ARO00Coffeet ackine
----- @ Connection path
----- @ Savepath
----- @ Responze timeout 1000
----- @ Destination address [D4)
----- @ Destination I address / Hosthame | 127.0.0.1
----- @ Port number 11160
----- @ Check destination address falze
----- @ Others
< >




I=

S H &/ PERFECTION IN AUTOMATION
E —-II E s — O 7 www.br-automation.com

OPC configuration file (opcs) O] daX o2 ZAMY =l =, & oY H I} “opcs” SXAHOZ ME ClHEZ| 0
XML Zoio 2 XZo| EL|C}

['O

g 10l & LICH

Ay I—IQEU

—/ =

In

JbEH =5 0l kst 20] =

01

Generating configuration object "OPCWinMapping”

Build: 0 error(s), 0 warning(s)

i
rx
of>
ok
MEl
0
N

O Hute s ot= WF0AM= OPC MH 1 gTto] FEE LG d2[1 Ef A|ABCezZ Z2NE
O-Iﬁ|_||:|..

HA H




PCOj OPC 1t AX|5t”7| 1

O] EHA0M =, &
2 X ELIL.

Il 2 M= OPC A 4 It (opcs) 2 Windows OPC AH{ 7t

AHl 1. .opcs file 5A}6}17|

OPC 7 m <2l OPCWinMapping.opcs = ZE ZZ A F, CH3 ClHE2|0f N&E LICE

C:WProjectsWCoffeeMachineWTempWObjectsWSimulationWARsimWOPCWinMapping.opcs

Alshg| 1
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e e

Application Extension

File Edit View Favorites Tools  Help
€ )” Back - ] 4 [ search | |7 Folders . '
e B2 | o~ | B |
Address |
Faolders = Mame Size . Twpe Date Modified
2 <ee Local Disk (1) ~ |.3br mp4d,50 ce5.0 v1.0 farmy4i) File Folder 20/058/2008 15:12
T o AlSH=0 = ; \Zybr pp300,400 ce 5.0 v1.0 (x86) File Folder 20{08/2008 1512
O in Ql OPC A Vi | 1 Documents and Settings - s
| I- = 1 H-l |- o_._E — o [Ewindows mabie 5.0 pocket pe... File Folder 20/08/2008 15:12
PC 0'” tll_i'EAl %AI‘ EI O'I OI: St I_l El‘ = (25 Program Files Iﬂ:nddSectionToanpdateFile.exe 197 KB Application 06{04/2007 09:56
) 7-7ip ..:o_lnuxiliaries.dll S9KE Application Extension  18/06/2008 13:45
., ) ., ) Bernecker & Rainar !_J BR.OPC.ADI_PANEL opes 14KE GPCSFie 2B/02/2008 12:53
O:I 7| Getti ng sta rted 0:” X-” 0-" A—Il Beyond Conpare 2 [%]BR..OPC.ADI_PC.0pes Z5KE OPCS Fie 28/02/2008 11:06
—LO| © . BBR.OPC.ADI_UPS.DDCS 11 KB OPCS File 28/02/2008 11:59
-U-l' =1 Wi ndows Explorer 0‘" A‘I [Fler.opc. canverter.exe 16 KB Application 07/10/2008 10:30
init fi O I1I3FA > |BRLOPC,C ter_Run.bat 1 KB  M3-Di3 Batch Fil 23/04/2008 14:21
OPC MH 9| .ini file & =35I Poeel R i taitn e
- __]BR QP Model. dll 351 KB Application Extension 07/ 10/2008 10:30
9)\: PVI AE" XI El E_'ll E EI = IﬂBR OPC Server.exe 370KE  Application 07/10/2008 10:30
EAI'EI I—l I:I_ ; 1 KB Configuration Settings  10/07/2008 15:27
= = . |j BR.OPC. Server CoffeeMachi... QKB OPCS File 23/06/2005 15:06
;:T_J]Br.ﬂ.di.dll 853 KB Application Extension  26/11/2007 13:30
,:-j BrBase.dll Z5KE Application Extension  07f10/2008 19:23
3] brbrmgen.dil 93KE  Application Extension  07/10/2008 10:03
E‘&BFMDdIDZ.d" 63 KE  Application Extension  09/09/2005 09:09
ﬂ BrMod103.4I 73KE Application Extension  07/10/2008 19:23
iﬂ ErMod104.dl 197 KB Application Extension  07/10/2008 19:23
3 ._:| BriModbus.dl 212KEB Application Extension 0771002008 19:24
é}BthcSZ di 44 KB 03/03/2003 10:31

v|@e

A




PCOj| OPC 1t AX|5}H7| 2

A Bl 2: BR.OPC.Server.ini o =%
BR.OPC.Server.ini IL}°'01| X &zl AN oree 2

£ ALESHY MYs €1 HAUY + AgLCh

O| "Getting started” O X{|Of| A.ini I} 2 Oz ot &

J2|0 HAARSS TR MAER EAIELICH

[ConfigPath]

Path =

[ConfigFiles]

Files =1

CigFile0 = OPCWinMapping.opcs
[Logging]

LogFile = BR.OPC.Server.log
LogMode = Mains

MaxFileSize = 100

TimeStamp = Time + Date
Linelength = 512

2 OPC #82 Ch= B oA HI2E &

O|24st &= 7He| ttA 7} =™, OPC E2I0|YHE
A
T

= OPC Ef10f M

L
= T

ol
PN

Ea
=

L|C}.
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OPC 7+ HAESH| 1 e |

OPC 7142 O] OPC EI0|HEE AMETIMEX| HAEE = QYSL|CE O] "Getting started” Of| K= B&R OPC
monitor & AFETtL|LC}.

=l

OPC monitor & A|%} O 70l EEIL|CE
All programs / B&R Automation / PVI 3.0.0 / PVI developer / Server / B&R OPC monitor.

B&R OPC monitor O| A|&E £ Lt EHAS0| A X 0{0F T LILCH.

File  Edit  Wiew Insert  Options.  Help
DEFHS 5@ @

Server 3 o =y @ |Itams |A\arms Ewents Histary

A B 1: OPC A{H| MEHS]7| * Adi Server

TFC |
|' 0'” A'I E fonr;ecl to an OPC server
=5 OP of T

"MH 2effAM" o] ZH
Add server (1) HE &S
"Add Server" Cj3} AX

—|_

"Search” HHEZ 2E|5IH =& OPC — ﬂ// —
A-I H'l (2) 0'” I:H -ﬂ' ?:-II A—'}'% _C;I- L'l I:I' # BiR.PWOPC.2 12} v

# B4R.PYOPCAE.2 v

B BR.OPCSem |.||||1||"| w111
OPC A—l |:|-| El AE 0-" A—I [ BR.OPC. SE[VEI_AE_3 0_081021_v1.11 v
BR.OPC.Server 3.0 £ XlEHSITD
Connect (3) 2 2 2/o}0f Q172 Lc}

successful \

[ Connect I [ Cancel
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2: Item 2| AE0| OPC Ef1 Z7}5}7
ANH 2|AEQ OPC A7t FItE|H, 4= 2= OPC Ef1= 1 Of2joff EA|E L|Ct d2|1 item 2|AEO0
ole DE0| HHEHOZ F7le|HA| E Coj1-H-SHS AFBS0] 1202 X718 4 AU

= =+ gLt

% BR OPC Monitor
File  Edit  Mew Insert Options  Help
[ QMsEr s O @ |Iterns |nlarms Events  History
ol add Server e Fenie Sem Ikerm |alue | Data Type [ Server [ OFC Qualiy | Timestamp |
E @ OPCyflocalhost{BR. OPC.Server_3 | -@ Folden
@ $bconfia |[E & Jorc | |
@ ftLastReload E}_ﬂ' gHeating
EH_'@ status
; “dp OPC.gHeating.statu.. 0 WT_R4 OPC:Aflo... [Good:Mot Limited]  09:54:14 2612.2..
L—l@ ghd ainLogic
E!.ﬂ cmd
y L. OPCgMainlogic.cm... FALSE YWT_BOOL  OPC:Ao.. [Good:MotLimited]) 09:54:14 26122
EI___‘) cmd
Lo swibchonoff Drag&Drap
"-_.———--'
Properties Box
| Property 1\-‘alue
Fame | orc
| Path
Folder Refresh Made Ackive when expanded
Update Rate 1000
Pro_perties E Our.pur._
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OPC #+d HIAES}H7| 3

AEl 3: OPC item 0 27|

Item 2| AE0| 25 F7E|H, HAEES] (54 21E0t OL0|H OFO|Z) 0f 2lsf HE|ES5IAH 15| A & LTt
JE L= OfO|Ho| 7tA Of0|Z2o 2 HA|E %, O| A= HA EX 7t JCt= AS LIt
Ad2|0 O|A2 UZ 27 O] ZX E|JAALE ArsimO| AR E[X| 2 R0 2dE = US|

OPC item OPC.gMainLogic.cmd.switchOnOff 0f AA2{™, [tem 2| Value ZrH0f &7 0| 5+3 X 0fF ofL|Ct.

Value 7t "1" EE= "True" 2 Q&SI Enter 7|2 S 2H HAEZ 20| value 3+ 7| E8A = L|C}

| %AI |.D:| 7HEE J_LE:]_EHO-”A—I OIEI _LLEA-”Ajl- A|II-E|
0| A2 ==l OPC.gHeating.status.actTemp OPC item 0f 2|3} _-I:I-_A|7|- =L}

i@ OPC.gtainLogic.cmd. switchOnfF

OPC.gM ainLogic. crd. switchOnOFf

Item |‘Jalue | Data Type | Item * Walue Data Type
% Folder! % Falder!
=l (&8} OPC = &) OPC

El_ua gHeating El_uﬂ gHeating

Elg status El_uﬂ status

Lo g OPC.gHeating. statuz. actT emp 1] WT_R4 Legp  OPC.gHeating. statuzs.actTemp "-.-"T_FM

El_un ghdainLogic El_uﬁ g ainLogic

= _@ crnd = o) cmd

TRUE

WT_BOOL
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OPC Automation Runtime 4 O|&| oo, P 28
OPC tag declaration BFS 7] e P. 29-30
B~ (Variables) Ol Al OPC tag Bt=7] e, P 31-32
OPC OHE M TEST] e P 33-34
O mFO| OPC tags FIFSH7] e P. 35
OPC MH| AFESE7] e, P. 36
T2ME BT SE7| s P 37
CompactFlash data R ASE7] P. 38-39
S 20| E PCOIA DCOM TEABEZ| e, P 40

A. Windows Firewall 2G| e, P 41-42

B. DCOM MG} 7| (OPC 22t0|AHE + OPC Windows AMH)  ........... P 43-46

C. Windows 7 O| M EE FESET| e, P. 47-50

OPC T HIAEDIZ] et P 51-53



OPC Automation Runtime 7+ 0| A| P e |

O] MU0 M= X20 EtZ A|AES AHESI0] OPC g2 d-gotd HAESH= S#S 20/EL 0L

0] 7| "Getting started" O MO A= X20 CPU Of| X = =M E of Z|2tatL|Ct.

i A* L]
ERES
O Mol Chet EAte2 CHE1F 25 LT

eAutomation Studio 7} AX|=l PC

X20 CPU OjX| ZZ2ME

«CompactFlash O £ E

*CompactFlash 7}E (%X|4 32 MB)

*X20 CPU (X20CP1485-1)

*PC 2} X20 CPU £ point-to-point £ HtE HAZAGE = U=
TCRIP crossover O|H 4l #|0|&

*PC (10.0.0.1) @ X20 CPU (10.0.0.2) £ ¢t 1
*OPC Monitor

oz
%
w
>



OPC tag declaration Bt=7| 1 PERFECTION I AUTONATION

-EEE 510l 2 A E 9| variable declaration Z0|A HIZ 7t 4= Q&LICH
OPC tag = ?_4 = _JtEETJIONﬂM &5 == (process variable) | £ OPC 42 A& L|CH

0|2 OPC S20|A=0] o3} ALRE 4 U logical tag name 2 £t

OPC 7’42 Automation Studio Q| Logical View O|A & MME|10 22| g L|Ct
Packageo| BFZ7}7| D401 A Add object & MEA}0} package Of2f object S A4 gtL|Ct.

Logical "u"iew v 0 X
BOE AR NS | "Add object” CHs} AXIZ AHE SO
....... =] n TR A : . = oA
Object Name Description New OPC tag declaration & 7Hef LI}
B 5 %20 CFU  utomation Studin Getting Starter
G g Globaltup Open v ¢ Add Object
. 4 Global var Open with Explarer
. E:] Libraries | Categaries: Termplates:
[ Add Object. ..
- - () Package ’l“\ ’I‘\
Cuk {21 Program ' 1N :;3
© Data Object NewOFC  New OFC
Copy {221 Motion Alarm De...  Property ..
| o g | {5 Libram
L4 il | :- ; 3l () Wisualization
§ e [Inset ' 5 OPC
Ij_'.;.l._cu_g.lcal Wigw -f Physical -.Ji Dielete W ) File
{5 Samples

A new OPC tag file.

Mest H Cancel ” Help
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Next £ 2=/510] Ef 71 Tp20f| CHSE O] F (name) 2t A F (description) & Y
CHE Ozt §AHE FLICH

rr

A Ol
= = T A

@ New OPC Tag Declaration

A, new OPC tag file,

Filename: |Dchag.0pct |

Diezcriphion; IDF'E tag declaration| J

Finish HHEZ S2/5l0] 4-Z2 2t2Al7|1
X|I’"8 &l package Ofzf Ef 714 mE (opct) E
ek Cf

4 Back J I Finigh ] ’ Cancel J [ Help
Object Mame Dezcription
= '-IE} =20 _CPU Automation Studio Getting Started S ample
ﬁ? Global typ Global data types
@ Global. war Global variables
- [ Libraries Global libraries
G- Ay LampTest LampTest_LD

OPC Tag Declaration



|:L|:|_J|\_ (Vanables) O-”A—I OPC tag Eﬂ-%jl 1 PERFECTION IN AUTOMATION
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OPC tag editor = OPC tag configuration & =&
d2{@® OPC tag & OPC tag editor 2| £ 157t 25-7}5' T A& L L

O 7| “Getting Started” O H| 0| A=, X20 CPU Of|X| Z2HME M A2 = S BHa=(process variables)O Al & 72| OPC
tag 7t ‘&= AL

Process variable

Description
| Switch || 0=Lamp off / 1 = Lamp on
| Lamp || 0=Lamp off / 1 = Lamp on
;!QDmTag.npct [OPC Tag Declarabion|* X v
Y
al-’h&; Weme I]aIaT,1:e Smm& Prapesiy Y
New OPC tag = Insert 7| & =2 7L} -y [eilpeTeg o | ER| |
EHI0|AM & OFO|2Z 283t =, HE 7| SRt ,
00 A Add OPC tag & M=ol Z7tet o pi
A OlAL|C} - B heeess
T A= . W Protached filsa
@ Readacoas e
OPC tag 7t 7=l 2, Ef1 2|AEO0f| A 4..! Wik acoess Iz
[|ZE 0|2 NewOPCTag 12|11 C|ZE LT .
OPC H|O|E| EtQ VT 14 02 XS % i '
9}'\% l—l I:|'~ @ Hame
@ Messaz prefy
[ B Cugiom properes
i § Pleass selec peopesly
{ ¢




B2~ (Variables) Of| A OPC tag BHS 7| 2 PO TN

OPC tag & F7}et 2, AM Ot0| 2 1] & 2250 Select Variable & & 4= ASLICH

OPC Tag Mame Data Type Source

4 Switch WT_BOOL Switch
g MewlpcT ag -] WT 14

Select Yariable

[] Show canstants M amne: Tupe Description(1] | D
SR RN
[#] Show praject structure W 4 Globalvar Global varia...
- [ Libraries Global libraries
Show anly local B Ay LampTest & new progr...
% >
Filter: qu
I (] 4 l [ Cancel ] [ Help ]

f0|AM A==l & variables = OPC tag editor & 7| ™o 4 & = USL|CEH
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Automation Runtime OPC MH{0f Cigt OPC tags & Automation Studio L 2 M E 9| Configuration View Of| A| O & = =~
ol 1|},

A H

OPC Oid2 ArELk|= OPC MH{el £ £40| OPC tag 7t X|8&l= 498 LLLICH £ OPC tag 7t EfA3LE H4
0| £0] logical tag name @2 X|HE|= A2 E LTtL|C}

HtZ2 77| 050 A1 Add object £ MEH, 12|11 OPC / New OPC Windows server mapping £ MEHSI0 Configuration
View 0 Automation Runtime OPC A{H{0f CH3F OPC mapping S A etL|Ct.

Q X20_CPU [Active] O ¢ Add Object
0 Hardware hc

Open with Explorer Categories: Templataz: bon-
Cpu.per Open with - Motepad |7 Package -9
lobd ap.ior = Su:uftwa.re Configuratian ,gc
¥ Pyt ap.v &dd Configuration. .. [ 10N ariables Mew OPC AR
i i ; I File Server Map...
E AConlfig. #dd Object. .. =) Motion "
@l syscontt {5 Wisualization
- o spsconfs [ Data Object
I OPC

A new OPC Windows Server Mapping file.

M et > ] [ Cancel ] [ Help
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Next S S5t O4E

2 I of mtUF (name)d}
« 4. o N |_ o .
A% (description) = Y=Y & U= Cr= et &AL
FE L
3 New OPC AR Server Mapping E]
A new OPC AR Server Mapping file.
File name: OpcéRhap.opoe | Finish £ Z2/3} ™ &t0| Ets| 1 =AM S|E
Description: |DPE£«F| Server Mapping | ;l.g (active Conﬁguration) 0-" A—I I:IH JTCL:! ILI'OEI
(opcc) Of M-gE L Lt
&30
Caonfiguration Deszcription
= @ X20_CPU [Active]
# Hardware hc Hardware topalogy
= EE‘EI .‘>§2EIEF'1 485 1 Filez belonging to this PLL
[} ,j_“? Cpu.zw Software configuration
[ f&g Cpu.per Declaration of permanent
G @ loMap.iom |0 mapping file
— [ @ Prbdap.wwm P mapping file
< Back ” Finish H Lancel ” Heln [} % ArCaonbig. e Runtime configuration fils
- o spscont.br CPU sypstemn configuration
F H spsconfspc CPU gpstem configuration
G- & |OpcARMap opoc | OPC AR Server Mapping
L4 >
L’} Logical View JF‘h}'sicaI WView -ﬁ Configuration View
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OPC Of& Ht& (opcc)= Bf= 2 5t0] OPC mapping editor & & = ASLIL.

Bp27}7] D401 A Add OPC tag & MEsi, St 2le &
& S}0 Logical View 0f = OPC OEHIA0| OPC tag £ F7t&tL LY.

A2 Project Explorer 0Of Q= Logical View O A2t 7hs8tL|C.
O3 Z, opcc LS MEHSHO] OjE MU 2 =27 7|7t 7ts 2L o

#. OpcMapAR.opcc [OPC AR Mapping]® X
P B =R AL % & % @
Object Name Description OPC TagName P Name
= {ﬂ »20_CPU Rﬂl F20 cru |
L‘Iﬂ "-’ Global. typ Global data types @ La =
B »)’ Global var Global vanables : mp rnp
a0 Libraries Global lbraries || # Swich Switch
=R LampT est A new program
&r 4+ LampTestCyclicld Cyclic code
LB "-’ LampTest typ Local data ypes
s .Jr LampT est.var Local variables Drag&Drop
-‘ UpcT ag opct 1A new OPC tag file.
& Laro :
------ @ Switch

MEHE| OPC tags+ Logical View 0| Af E2{1 =l 0|=0f OPC Of& mlof| FEA|EL|CE.



—t
OPC MH| AlR8}7| e ATOTO!

OPC Z2}0| Y E 7} Automation Runtime E}Zll A|AEIS OHA|A St2{H, OPC A|H= E}A A|AHEIO| HEEA| Enabled
E|O{OF 2L Cf.

OPC MHE= 0|2 M0 A Open / AR configuration & MEHSIHL} $root / OPC server .= E Of2f CPUQ]
HtZ7}7| O 70| A Configuration 2 MEHGSIO =/ ob=l 14 9| Physical View 0| A enabled & &+ {U&L|CH

EJ X20CP1485-1 [Configuration]* X

e
Name Value Description
EW o
~ o 73 & & ) Eee  Memory configuration
--J?-Qq:w &‘sﬁj | ‘JS}Ds{em
Name BMEK Descriptiot | -
 [20CP1485-1 adeso of Pkt
A Seral Add Hardware Madule.... ~ Communication
& ETH nange Node Numbe ¢ Timing
: = EPL System Designet | Resources
i o LSB Software “ Fie devices
i« USB 1/0 Mapping < Time synchronization
i‘_’ B X2 = Intemet file spstem
= o Permanent Yariables “ Etheinet parameters
Yariable Mapping “ DNS parameters
“ Orline parameters
' Additionally supported haidware
: ~ OPC Server
5] | alat ) O 1@ Activate DPC Server Jon |
(PyLogical view | @ contigy 1 I & e @ ¥ Servername BR.OPC.Server_...
Rename S— - 9 Password for protected OPC Tags
------ @ DCOM interface (e.g. IF2, S51.IF1.ETH)
“ Web Server
- System diagnostics

0 7| "Getting started" Of| X|0j| A{, Activate OPC server A2 HIE A| on @ 2 MX L|0{OF BL|C}

OPC At EX 2 M0| THgh XPA[SH LIRS OPC AL2 A} 01 2 AESIA|7| HREILICH

—
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®EL EHLO|A Build icon £ 22ISIHL} F7 7|2

=0 2E gLt

HaXMoz YETt £|H £ &0|| Build: 0 error(s), 0 warning(s) 211 B A|7} & L|C}.

Project Build

PEY
_d The project build was done successhully |

! ‘“-, i order for the changes to take effect,

[ 1 Don't show again

[ Dan't Transfer ] [ Transfer

The project must be ransterred to the targst

OOl Bt A|ABRC 2 FEE[V| T, 82 HEA| HA 2E &|ofoF LTt (Hot e X 0{OF 2 L{Ct)

EtZ1l A|AEI0| CompactFlash 7tE0] &S E|= FAAYU A0 0t
(Off: Er20 Al A0 O|EH A A 32)

Kl

=3




CompactFlash data dst7| 1 PR AuToATION BEH

Runtime Utility Center = 7 &|= 2 AEHE Q23 Eotot Al 753t CompactFlash 7HEE
Hdst=0 AFEE = %l’*'—l Cf.
(O: 20| &l A|AHE], A|AH HZIHE, Automation Studio ({Z2|#|0|M, £).

ZENEJL AT 2 0, BUE B
£2 Fo| BEAIELCE

AL

AEE XSO F MEELICE O2|0 MAdE 02 Automation Studio 2|

Generating transfer list..

Generating Runtime Utility Center list..

C-HWprojectsWX20 CPUWBInaries#GettingStartedWX20 CPUWTransfer.pil
Build: 0 error(s), 0 warning(s)

CompactFlash H|O|E{ & 4/45}7| 2|t = Z M| A= Automation Studio 2| 0| @ 0| =0 A Tools / Create
CompactFlash £ MEHSIO] A|AFE L LY.

CompactFlash 7}E 2 CompactFlash O{EHE{ = T =At2 QI L|C.
AN 2 A2 =l CompactFlash 2|, CompactFlash 7}E, CPU EtQl EE= AR H{M 2 Ct2 O|0|X|t CtE &= S L|CL

IHE|M AFO|= EESF CompactFlash 7EQF k0|7 & 4=& Q& L|CH.
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(o Compocrion &

Project
Transfer list (.pif)

C\projects\CoffesMachine\Binariss\PPS00MCSim|PPSO0| Transfer. pi

Details: CoffesMachine. apj/PPS00mcSim, CPL PRS00, AR F4.04

CompactFlash H|O|E{ & MAMsl7| 8l Ct=2aF 22
CHA[ 7} TS| Ck

Select Compact Flash

Drive Disk informati [ [ Refresh R

eI T — 1.CompactFlash 7tE 4E4S}7|
2.CompactFlash H|O|E{ M 35}7|

-

ompact Flash Partitions

Drive Type
oy CompactFlash 7}E0| B = [|O|H L Aj2L
00| X|7t M4 Ul AHELICL Z2AAF A5 E

& () Dpataz
[, o|of CHet Zn OA|X| 7} &L Ct.

Overall:

[V safe B&R module system
|| Create USER partition

Copy directory to USER parkition

@[ Create Compact Flash J [

CompactFIash O E MMst=0 ZE|= A2 AR |E ZtEel A 7|of et ZHepE L
GO E{ 7t MM | ™, CompactFlash 7)== X20 CPU of AQE & 1 H2 = 4 Q&L|C}



Z2}0|91E PC 0jA| DCOM T3} 7| ool

PCAIO| OPC Z2}0| A EQF Automation Runtime OPC A Zto| E412 DCOM 7|=0| 7|EtetL|C}.

OPC Z2}0|HE0| CHsH firewall & DCOM A7 2 FAMSH= HHHO| CHSE XEA|BH LS OPC =2
XXS } AMAIR. OPC MH O CHsH DCOM gﬂgg 017| "Getting started" O K| M= ERSIKX| FSL IZ|-

A

H|:|
i

PNk
" QI PCE AFEY ZR20|= OPC 412 2ot AH-O| 2|AF LHO| ITO| oI5t XtEHO| & 5= QUESLICt
SAMO| E[X| A2 B2, AL IT o 22 St A"

>

el 2

A. Windows Firewall 71 45}7|
B. DCOM AH3s}7| (OPC E2t0|AHE + OPC Windows A{H)
C. Windows 7 OlA ZE ™ME5H7|
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Windows Firewall ;L -I_CI)_|-7| 1 PERFECTION IN AUTOMATION

Windows XP Ht3}80| ZAM3HE|MH, O Z2|AH0|M U TE/TZEZ U0 A| OPC 22}0| I EQ} OPC A{H{7tO)
DCOM &4I0| H{8E[EE F+4K[0{OF S L|CH

Orof PC 7} B|AL LIEQIT 0 UEHK Ol wrteiof Qo) 28| BT} &l P2, Windows Wstee gpxoz
SHM o = & L T 0IE1°F 8% oI MM A £ HZ DCOM 72 AlATE = UASLICH Lot S SiA 57| &
HNER= *FEIXf01I71I O[SHUA| 2.
** Windows Firewall X
Gereral | Exceptions | Advanced:
.-':% Fee your secunty, zome sethngs aie cantrolled by Group Poicy
‘windowves Firewal] helps protect yown computer by preventing unauthorized users
Iroem gairing access fo your campuber brough the Intemel o s rebwork,
413152 Control Panel - Windows 342 Wommena, =
5 sl oces 3l oulzide sources liom conveching ba b
% HA—I DI—I. AO-lEEI zlk_ 9)\% Ll EI—' mpm:tgniﬂuh-: excepbon of thoee selected an H'nngccplims tab.

[ Don't allow exceptions

Sedect this when you correct o publc nelworks inkezz sscue
locabions, such as amparts, You wdl not be nohhed when Windows
Finawsall blocks programs. Selecticens on the Exception: tab wil be
igrored

@ ) 0K [not recommended)

Sivond uzsng thes seting. Twrmng off Windows Frewal map make bz
compier more vukersble o viuzes and intiudess,

wirndows Fiiewall is usng your doman seliFgs
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0= OPC 2210|HEQl OPC AH{ &= Exceptions & Otz 2 &0 Z=7}& L|Ct. Microsoft Management Console mmc.exe
(DCOM dst7|0f 2esh O2[1 OPC utility OPCEnum.exe = S A| O] ZE0f F7t|0{OF gfLICHL F T2O™M2 O 5

WindowsWSystem32 C|2 E 2|0 A RO M %= QI&L|LCt

™= Windows Firewall

General | Exceptions | Advanced

YWindows Firewall iz tumed off. *our computer is at risk of attacks and intrugions
from outzide sources such az the Internet. e recormmend that you click the
General tab and zelact On,

Programs and Services:

Mame Group Policy
AR010
File and Printer Sharing Mo
Remoate Assistance Mo
[JRemate Desktop Mo
O UPHP Framessiork, Mo
| ddProgiam... | | addPot. ||  Edt. || Delete

Dizplay a notification when “Windows Firewall blocks a program

What are the rigks of allowing exceptions?

CtS izt IO A, Browse H{ES Aot EEH2
OlEC|A 0|4 S HEE = ASLICE

Add a Program b__(|

To allow cormmunications with a program by adding it to the Exceptions list,
gelect the program, or click Erowse to search for one that iz not listed,

Programs:

'ﬁ OFC Configuratar

B OPC Configurator

@€ 0P Diagnostic Client
@ 0PC Diagnostic Client
& DPC Registry Check
& 0PC Registry Check E
"gg DPC Sample Client

"pg OPC Sample Client

mil OpcE num.exe

(>

@l Outlook, Express
E% FPackage & Deployment ‘wizard A
Path: | C:MWAMDOWwWS Sapstemd2hopoenum. exne [ Browsze, ]
5] [cmea ]

0k ] [ Cancel
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DCOM = A& [, OPC EEI0|HEE &-F517| 2eh 281 OPC MHE 2|2t 280 ULt
PCOICIEE 2382 2Z OPC Sil& flet AYLICE (COM).

22 1% DCOMCnfg 4] OPC 2/0]21= 2k OPC A7} SI%/8f 21 PC 0] DCOM BHIE P43i2iR £15
CHASS A2SHAIAS.

O] =222 Start - Run — DCOMCnfg Of| A A|ZHEIL|LCE.

= Type the name af a program, Fn:nlu:le_r, dacument, ar COM/DCOM MXK o—l% Component Services 9' _z_l,\_)g 0'||A‘| a.%o_i
. Internet resource, and Windows will open it for waou. x| I—l El_ (:I:I:Al E| %%H 9' Hl'ijl'ﬂ D'||'||7r _ Component Services /
Open: | deomcnfg v| Computer).

il () Component Services

. Fle Acton View  Window He‘lp
[ Ik H Cancel H Browse, ., ] @$| *IE|XFJ E=Te——
ZIE e L EE
(L Console Root Mame
= #. Component Services | COM+ Applications
=[] Computers [|DEOM Config

e [S—— :
Event Viewe Refresh all components
] 5 Services (Lo

Processes
red Transaction Coordinator

View K
MNew Window from Here

“roprtes |
Help




Default properties

DCOM =42 HtE A| Default Properties O A At2% =
Q10 OF ©tL|LC}. Default Authentication Level S None

© 2 M35l Default Impersonation Level &
Anonymous £ SN A| .

My Computer Properties

Default Protocals MSOTC

General Options

COM Security
Default Properties

[+ Enable Distributed COM an thiz computer
[ Enable COM Intemet Services on this computer
Default Distributed COM Communication Properties

The Authentication Level specifies security at the packet level.

Default Authentication Level:

More ﬂ

The impersonation level specifies whether applications can determine
who iz calling them, and whether the application can do operations
uzing the client's identiby.

Default Impersonation Level:

Security for reference tracking can be provided if authentication is used
and that the default impersonation level iz not anongmos.

-

(1] H Cancel ][ Apply

PERFECTION IN AUTOMATION
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COM Security

Component Service Properties (EA| &l Z&FE 9|
HFZ 77| 0|7+ - Component Services / Computer) Of A{
WM A S X0 it 22t A7H2 COM Security B 0j| A

s + USLICL

General Options
Default Protocols MSDTC

Default Properties
COM Secuity
Accesz Permizzions

You may edit who is allowed default access to applications. You may
alzo zet limits on applications that determine their awn permissions.

| Edit Default |

Edit Lirnits...

Launch and Activation Permizsiohs

You may edit whao is allowed by default to launch applications or
activate objects. You may aleo et imitz on applications that
determing their awn permizzions.

E dit Limits... | Edit Default |

[ ok, H Cancel ]

Ol Holl= AI=2ES BA5HD| 284 W2l THEHAXHDT
USLICH 2 k&R0l A= AFE At Everyone 12l 1)
Anonymous Logon Off CH&t #St0| BHE Al 2 & 5t
S| O OF &fLICH.
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Access permissions (M| A o)

Access Permissions 0| A, At& Xt 1§ Anonymous 2} Everyone 0 LC{ St Remote Access &= BEEA| =3} £| 0 Of

- -

StL|C}. Windows 7 O A=, AFE Xt & INTERACTIVE 2f Distributed COM User 0| F7+E L|LCY.

Edit Limits Edit Default
r = LG = . 7
T | per )
Security Limits Default Security
Group or user names: Group or user names:

82, ANONYMOUS LOGON

52 Performance Log Users SAINTERACTIVE

2, Distributed COM Users B3 SELF

1 ANONYMOUS LOGON B SYSTEM
H3 INTERACTIVE 3, Ldministrators

Pemissions for Everyone

Pemissions for INTERACTIVE

Local Access
Remate Access

Local Access
Remote Access

Leam abiout access control and pemissions

Leam about access control and pemissions

Olp{st MM m=Z 18 OPCEnum.exe 2 I8} =
None” 22 A=l OPC AMH| Sl Z2I0|2E
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Launch and activation permissions (A|Z} 5! 2451 Mo

Launch and Activation Permissions Of| A|, AF& X} 1& Everyone 5! :l O Cist 2= Permissions BIA S

11— =

M =25 Z/d3tA|7{0F 8L CE Windows 7 0=, AF2 X} & INTERACTIVE 5! Anonymous Logon 0| F7HE L|LC}.

Edit Limits

Edit Default

Security Limits I

GI’OIJD ar user names:

52 iEveryone |

-

‘-"{Administlatnrs (KRSEQU103% Administrators)

52, ANONYMOUS LOGON I

54, Distributed COM Users (KRSEQJU103% Distributed COM s ™

54, Offer Remote Assistance Helpers (KRSEO U103 Offer Re.

82 Performance Log Users (KRSEQLN 03 Perfomance Log |
52 INTERACTIVE i

Diefault Securty |

GI'CIIJD Qr User Names.

Q?J SYSTEM
82 Administrators (KRSEDIU1 03 Administrators)

82 INTERACTIVE I

52 ANONYMOUS LOGON

»
Al _I_ Add.. | Bemove |
Add... | Fremove |
Permissions Dery

Pemissions Alow Deny Local Launch O

Local Launch O Remote Launch O

E;mT‘E;CtL.EI':;Ch E Local Activation O

Gal Activ . IDI-.I Remote Activation O

Remote Activation O

Leam about access control and permissions Leam about access control and permissions
0k | Cancel | ok | Cancel |

AL XL & "Everyone" 2 SE &l R E ALEXt
C

ZotEl EOHE AFEAL & (0f: OP
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Windows 7 OPC 22}0|® E @} OPC AR A{H{Zo] DCOM E A2 87| 9|8l DCOM port 135 = HFEA| AX £|0{0F &HC}.

M™2 Control Panel / Windows Firewall 40| Al O|F0{ &l L|C}.

Control P | Hi .
e Action Center

System and Security

Review your computer's status and resclve issues '@' Change User Account Control settings
Troubleshoot common computer problems | Restore your computer to-an earlier time

Metwork and Internet
Hardware and Sound

| Windows Firewall |

Check firewall status | Allow a program through Windows Firewall

Programs

User Accounts M‘ System

View amount of RAM and processor speed
Appearance and

Personalization
Clock, Language, and Region (Las Windows Update
Eaze of Access

i Poower Ontinng

Check the Windows Experience Index

@' Allow remote access | See the name of this computer '@' Device Manager

Turn automatic updating on or off | Check forupdates | View installed updates

Advanced settings 0| A, Af £Z& Inbound Rule 1} Outbound Rule & BtEA| =7} &£|0{Of StL|LC}.

Advanced settings & 7|

Incoming Rules 5! Outgoing Rules & 7|
New Rule =7}5}7|

Rule Type S 2 "Port” MEHS]7|

HwnN e
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Control Panel Home

Allow & program o festuie

threugh Windews Firewsll rew
Change notification settin 3 Inbeund Rules
e 2 = i Gutbound Rules
"} I:n“\ﬂndm\ls Firewall an o E‘ Conmection Securty Riles
B, Menitaring
% Restore defaults 1 Inbound Rules|
IRy Chuttound Rules - :
s i < " &Cnnnechunﬁecuntyﬂtﬂu ﬂActN!SyncAppl:l:ahun Private.. Yes
Troukleshoot my netwe » 1 Monnoding | I ActiveSync Application Private.. Yes Ffter by Profile ’
B ActiveSyne Connection Manager Private.. Yes
| R Filter by State »
Bl e T Fitter by Group N
. aus i .
u
ype Refresh
Select the type of firewall rule to create. X "
b Expodt List..
Steps: i Hep
& Fule Type What type of nule would you e to create?
# FProtoco and Pots
@ Action I Program ‘— pe—
o Protie Fude that contmlz comnections for a program
o s 4

Rude that cortrols comnections fora TCP ar UDP port.

I Predefined:
(B Cortn i Corpary Hundeval (s HTTH) :
Rufe that controls conmections for a Windt ienoe,
See also
; [ Custom
Action Center ¢ e
Metwork and Sharing Center
Leam m Cl

Back  |[__Mets | [ Cancei |
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<Next> & 2850 1 Lt U=t Xt2E A& 0|53H0 DCOM port T+85 2HE5HEA L.

TCP & X|H™
Specific local ports 0f "135" 2=
Allow the connection 1 EH

2= domains 2! locations 0 &
'DCOM" 2 0|8 3 (43 ¢

uhwnh e

ro g

=2
[S)
=)

—

<Finish> £ 2EI510 22 £ MMSIAA Q.

0| #+4& Inbound Rules 1} Outbound Rules & 7}X| EEE Q||| ZaotL|C}.
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J gy
| Protocol and Ports
Specify the protocals and ports to which this nde appliies

@ FulaType Dloge this rufe spplyto TCP or UDP?

@ Protocel and Poits 1

@ Action . UDP

What action shouid be taken when 2 conneciion matches the specied condibione?

This ncludes conmections that ane protectad with [Peec as wel as those am not

I Miow the connection if il is secure
This nchedes only connections that have been authenticaied by using [Psec. Connectons

ﬂe&ﬂmwmnlmmﬁmnhmm
nooe.

Jutomn

Specty the name and desciption of this nis.

Steps:
| @ PRule Typa
@ Protocal and Pors

[ stock [ Fsh ][ Cance |
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OPC 74

0= OPC E2I0|AHEE AIEHMEX| HAEE 5= QUEL|LC} 0] "Getting started” 0| K= B&R OPC
Monitor & AtE3t

2f L| L.

OPC Monitor = A|ZF 0| &0 A HEIL|ICE
All programs / B&R Automation / PVI 3.0.0 / PVI developer / Server / B&R OPC monitor.

o
—
E A
=

B&R OPC Monitor O] A[&E 20 Ct5 A SO0| 2A|ZO{OF BfL|CE

File Edit View Insert Options
DEHS ¢« 2@ @

AEl 1: OPC AMB| MEH3}T|

| tems | Alarms Events History

Add Server

"MH EERRM" 2] FZHt Of|A
Add server (1) HEZ ZEl510
"Add Server" Cljg} 4

Connect to an OPC server

Location

0%
Ral
mujn
e
-
il

)

$|_J7_1 M H| (Remote server)
°,=,'E_1, Search H'IEE =25

OPC AMH{ (3) of Ciiet M-S fL|C

BER VeDPCEvtAndDAS erver. 1

OPC MH Z|AEO|AM
BR.VXOPCEvtAndDAServer.l =
MEHSED Connect (4) £ 2 &
A S SHL|C}.

—

_?l
2

successful \
[=]
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PC Ato| OPC 22}0| EQ} Automation Runtime OPC A{H{Zto| EAI2 DCOM 7|&0]| 7|gHE L|C}.

AH 2: [tem 2|AEQ
OPC Ej1 Z=7}5}7]

MH Z|AEO0| OPC MH7}
FIIE|H, 2HEl I E OPC EfOE=
71 Of2{of| EA|ZE L|CE 2|1 item
2|AEQ Q= O2 (0f: Folder 1
olgt= 7|& O8) o EX™o =2
FILE|EX| Ee E2fO-H-E S
A8 OEC 2 FIHE £
USL|CL.

" BER OPC Monitor
File  Edit  View

7 x

Insert  Options  Help
DEHdS 4508 @

EEX

|Items Alarms  Events History

E&' Properties | [B] Cutput

Server Browser o) 4
o Add Server ” item | Value |Data Type | Server | DPC Qualiy ITim&eteI
[E @ orciiinn0.zmer, | = 6 JFoder |
‘ ¢ Lamp —o? Lamp FALSE YT_BOOL  OPC:/M0002/8.. (Good:MNot Limit.. 09:56..
L@ Switch FALSE YT_BOOL  0OPC//10.0.02/8.. (Good:Not Limit., 09:56.,
Multiselect Drag&Drop
£ >
Properties o ox
Property | value
Marne Folder 1
Path
Folder Refresh Made Always active
Update Rate 1000
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AH! 3: OPC item 0 227|
Item 2|AE0Q| 25 FI7tL|H, HEEZ (54 O F1 OFO[& OtO|R) of 2|5 HE|ESHA 15| A & LICk
OPC item Switch 0f A 2{™, Item 92| Value Zr& 0| XX 0| 9k 0 eFL|LC}.

=

Value 7t "1" EE= "True" 2 Q&SI Enter 7|2 S2H AEZ 20| value 3} 7| E8A = L|C}

O H4-F HYoIH HEF Z2 /0| A Lamp H=7F BHE| D, O| A2 =& Lamp OPC item 0f 2[5 EA|7}
gLt
tem | value |Data Type |
=l ' Folder
a¢ Lamp TRUE YT BOOL

Switch | ¥T BOOL
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